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Security First Paris 2026

Yasmine Douadi

Experte en cybersécurité
Conférenciere & enseignante

Fondatrice & CEO de Riskintel Media et du
Risk Summit
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Donnez votre avis

Don de 15 € par questionnaire de satisfaction
rempli au profit de I'association Petits Princes.

Reconnue d'utilité publique, I'Association Petits Princes
s'engage a realiser les réves des enfants et adolescents

gravement malades.

Des questions ?

Posez vos questions via ce formulaire, nous
reviendrons vers vous directement
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Mot de bienvenue du directeur
regional

An Nguyen

Integrity360

#SecurityFirst2026
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09:30

09:40

¢

10:40

10:55

11:25

11:45

12:05

12:35

Bienvenue et ouverture de la conférence
Yasmine Douadi, Experte en cybersécurité
An Nguyen, Managing Director, Integrity360

La résilience redéfinie : Sécuriser I'ere Humain-IA
Richard Ford, CTO, Integrity360
Brian Martin, Director of Product Management, Integrity360

Résilience redéfinie - suite
Artemis de Pascale, Pentester, Cresco, Integrity3c60

Pause

Tendances & Prévisions de la cybersécurité en 2026
Sacha Siebert, Consultant Senior Cyber, Integrity360

IA Générative sous controle : La feuille de route du
RSSI pour maitriser la surface d’attaque

Yann Lounguidy, Sr. Solutions Engineer | EMEA Channel,
SentinelOne

Conversation informelle - L'lA dans le SOC :
transformer l'intelligence en résilience

Francois Russe, Expertise Advisor, Integrity360
Yann Lounguidy, Sr. Solutions Engineer, Sentinelone

Déjeuner et Networking

13:40

14:00

14:35

14:55
15:30

16:00

16:35
09:30

Comment les outils tiers et ’lA p
aider a sécuriser votre chaine
d’approvisionnement

Matthew Pearson, VP of EMEA chann
Nick Brownrigg, Director of solution ar

Table-ronde - Construire une culture

capable de prospérer avec I'lA
Benoit Fuzeau, Expert en sécurité CASDEN Bangue |
Gilles Garnier, Directeur Cyber & Data Protection, Aem:
Lauranne Peyron, RSSI-DPO, Evolucare L
Emmanuel Balland, Cybersecurity Manager, Integrity360

Gare a vos gaps de sécurité !
Lucie Cardiet, Cyberthreat Research Manager, Vect

Pause

Table ronde - Assurer la continuité des opérations :
défendre les systémes cyber-physiques (CPS) et les

infrastructures critiques a I’ére de I’lA.

Hélene Bernardini, Fondatrice et Dirigeante HacktheOT

Jean-Marc Autret, RSSI OT, Groupe EDF

An Nguyen, Managing Director, Integrity360

Paul-Arnaud Wernert, Director of Consulting & Services, Integrity360

Conversation informelle - Q-Day et au-dela :
Construire la résilience a I’ere quantique

Clément Jeanjean, Président, Ascent Consult

Alain Champenois, Quantum Computing Application
Expert, Quobly

Invité spécial - Karim Duval, Humoriste
Conclusion

Yasmine Douadi, Experte en cybersécurite
An Nguyen, Managing Director, Integrity360
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Pour avoir la traduction
Instantanee dans les casques
audio, Il faut choisir le

Canal 1CFrancais

#SecurityFirst2026



Inte fit Pour avoir la traduction instantanée
your securityqin mindy360

dans les casques audio, il faut choisir le
Canal 1CFrancais

P

Resilience Redefined:

Securing the Human-Al Era

Richard Ford
CTO

Brian Martin
Director of Product Management

»

-

H#HSecurityFirst2026
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We are at a pivot
moment f
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GEOFFREY HINTON
Nobel Prize in Physics 2024

THE
NOBEL
PRIZE
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Al Tripping Hazards

“Al is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”

Accuracy Control Knowledge
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IS 1t all about Al?
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Cyber Reslilience - Defined
“The ability to ...

Anticipate Withstand Adapt to

T - cyberattacks to minimise business
- disruption from cyber incidents.”

#SecurityFirst2026
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5 Key Factors redefining resilience in the Human-Al era

/-\ HumanAl
Collaboration

Anticipate Withstand

Al Risk Visibility Third Party Risk

Recovery and PostQuantum
Recover from Continuity Cryplograai Adapt to
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1. Al Risk Visibility
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Al Security CNew Threats and Risks

@ "I E’ggf’gfﬂ ¥ Gemini (J Grok

O [EE] . @'deepseek

1. Secure Use of

3rd party Al
GenAl
Misuse

ChatGPT

erplexit
Meta Al il v
Claude

GitHub Embedded Long Tail Specialised
Copilot GenAl Apps ADPDPS

Al Security 3. Secure

2. Secure own against Al

Al

Adversary
uses of Al

Attacks on own -
developed models,
apps, and agents
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Al Security CNew Threats and Risks

G Dyt +cemin

ChatGPT

v« O o
* perplexity

Meta Al
Claude

GitHub Embedded Long Tail Specialised
Copilot GenAl Apps ADPDPS

2. Secure own Al
Data poisoning
Prompt injection
Data exfiltration
lllicit access
Excessive
consumption

A Agent compromise

A MCP security

Too oo oo o o

g Grok

3rd party
GenAl
Misuse

) deepseeic

Al Security

Attacks on own -
developed models,
apps, and agents

Adversary
uses of Al

1. Secure Use of Al

Data Leakages
Privacy violations
Policy violations
IP Infringements
DevOps Al usage security
Hallucinations

A Shadow Al

A Cost Control

o o o To Jo I

Secure against Al

Enhanced Phishing
Deepfakes

Al-assisted malware
development
Polymorphic Al malware
Agentic Al-led
autonomous attack

To o To Do o W
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ARTIFICIAL INTELLIGENCE

Agents could make it easier and cheaper for criminals to hack systems at

scale. We need to be ready.

Secure against Al

Al Agents Drive First Large-Scale Autonomous
Cyberattack

By Georgia Collins

January 17,2026 - 3 mins

#S¢

e ] o o e — ;\'!&i,,‘-’: VA,
T . =t .7*-.,‘“\“:, U NG
e A2y, 3 N j K I N \

e rel o —_—m—#, enlaeled, 1)y ‘ = | .;L&; — }:;"?."‘
» e® = ) 2 ) S - |
- S o) ) 4 L~ T 4 ;
R » e | J Y= .7_7‘_4 » ‘.\ NN K P ;
—r-n‘—mm'--'h r"_.\ B\ 8 ?./,o i ‘
.‘. : | / i s'cl, 4 "q
. » i Nk >4 3y
“sltt)y LAk
—‘ww =l . T o = >
»' - W
y? Saanhantd 1) s =
".Qu

=~ ohinese State-Sponsored GO T

tta
Claude Code to Automate ALcy::rsa«m

to
A 1 arf. hec the
an A an Al write "‘v}::te:;l:it cotels th s1atOry

All pe r areer exploft ¢
Hackers JaiIBroke B orattaccs M1 FC): to opbe
Qullcation t° ! ode; andrics ayberate

an 0¥y -_ :
automste """'.,. atttacks: . vetums =

FIRST




Intequty360 Secure against Al

uuuuuuuuu ity in mind

Al Scales Exposure Discovery

IS XBOW TAKING
OVER HACKING JOBS?

The Rise of Autonomous Al in
Cybersecurity—and What It Means
for Human Hackers

A As of February 2026, XBOW ranked as the
) #1 hacker on the HackerOne US leaderboard

t,;;r{ftii“j;.':;:3,»\,,;,, \\ A In a 90-day surge, XBOW submitted over
\ " i 1,060 vulnerabilities, surpassing the output
| H ‘ O

R

‘

-"

of thousands of human researchers
A In head-to-head trials, XBOW completed
‘ n tasks in 28 minutes that took a seasoned
An autonomous Al-driven penetration testing platform human pen-tester 40 hours

#SecurityFirst2026
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Secure against Al

Al Scales Exposure DiscoveryCan Update

Fail Safe: Why major Al player Anthropic

won't release its new model

Mythos Preview has already founs
including some in eve
| of Al progress, it
beyond actors wh

Updated / Sunday, 1

US summons bank bosses over cyber
risks from Anthropic’s latest Almodel

pic’s Mythos Will Force
a Cybersecunty Reckoning—
Just Not the One You Think

60 o The new Al model is being heralded—and feared—as a
hacker’s superweapon. Experts say its arrival is a
wake-up call for developers who have long made
security an afterthought.

Fed chair Jerome Powell reportedly attends meeting in
Washington following release of Claude Mythos

owser. Given the rate
pollities proliferate, potentially
Dloying them safely. The fallout—for

Project -
Glasswing =

Securing critical software Google

Anthropic keeps latest Al tool out of
public’s hands for fear of enabling
widespread hacking

Al company says purpose of its Claude Mythos model is to
< hacking in common applications
Inerabilities, = =

N S

CCCCC

for the Al era 2 Microsoft <A NVIDIA

RRRRRRRRRR
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Human vs Agentic attackers

Traditional (Human -led)

Vs
SPEED Minutes/hours per step Milliseconds per step
SCALE One target at a time 100’s of targets simultaneu
PERSISTENCE Humans need sleep/breaks 24/7 continuous operatio

ADAPTABILITY Strategic, but slow to pivot Tactical & instantaneous o
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v ek Al & open-source tools aid criminals in
LH:&:;T:: ;(e;t :;:e"::?t mimics this actor https://www.trendmicro.com/en_us/research/25/c/the-espionage-toolkit-of-earth- tur ni n g S e CU ri ty bl O g s int 0 p arti al m aIW a r e,
e bl complicating attack attribution & fuelling

copycats

[2025-08-08 11:43:36,358] [INFO] [run_full_simulation] Simulating initial access via web shell exploitation
- Scanning for vulnerable web services...
Found vulnerable service on port 8080
Exploiting vulnerability...
Deploying GODZILLA web shell...
Web shell successfully deployed

v Initial access established
[Phase 2] First Stage Backdoor Deployment

25-08-08 1 36,978] [INFO] [run_full_simulation] Deploying first stage VARGEIT backdoor
- Uploading fontdrvhost.exe (renamed cdb.exe)... ' . e T i
- Creating config.ini with loader shellcode... o -
- Executing debugger script...

- VARGEIT backdoor loaded in memory
- Establishing C2 communication...
[2025-08-08 37,500] [INFO] [vargeit_simulator] Enabled channel: Outlook (ID: 5) - e

[2025-08-08 :43:37,500] [INFO] [vargeit_simulator] VARGEIT simulator initialized with ID: @cb@7589-a67c-4aca-8874

[2025-08-08 :43:37,500] [INFO] [vargeit_simulator] Simulating Outlook channel communication

[2025-08-08 :43:37,512] [INFO] [vargeit_simulator] Created draft message: p_17595803760857882363 :

[2025-08-08 :43:37,513] [INFO] [vargeit_simulator] Simulated command received: r_17595803760857882363 ey

[2025-08-08 37,513] [INFO] [vargeit_simulator] Processing command: collect_system_info . e
- Outlook channel active (Message ID: 17595803760857882363) 2 &

v First stage backdoor active
[Phase 3] Persistence Installation

[2025-08-08 11:43:37,618] [INFO] [run_full_simulation] Installing persistence mechanisms

[3.1] Deploying RAILLOAD
[2025-88-08 11:43:37,625] [INFO] [railload simulator] RAILLOAD simulator initialized




Secure own Al Al Expands the Attack Surface

MCP: The USB-C for Al -
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Secure own Al

MCP Realworld exploits
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Prompt injection instructed
T J2130GYGI

private source code

/The GitHub "Prompt Injection\
Data Heist" (May 2025)

Kt We NU
MCP server to read and exfiltrat;

/The "NeighborJack" Netwoh
Exploit (July 2025)

“NeighborJack”ing descope

Developer's computer

Send MCP request @ lﬁ
via local network @
-%‘- MCP server vulnerable Run malicious OS
to network exposure/ ~ comman d
Attacker 0S injection

Could send a command to >7,000

RUbligAraspiltedMCE Feryers to

/I'he Smithery.ai -
Breach (Octobe

] Poss ClovaAn
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The App Store for Al Agents

Configuration error allowed
attackers to "escape" sandbox
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Al Powers Automated Mass Vishing

%= BLAND.AI

@twilio e

Google Voice

Example Claimed Victims

crunchbase

Betterment

SOUNDCLOUD 20m+ records

W

2m+ records

30m+ records

#SecurityFirst2026

https://blog.eclecticig.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

Secure against Al

A

A

Uses VolP based calling
services for vishing operations

Abuses legitimate Al-powered
voice call platforms

Automating social engineering
calls at scale

Al-driven social engineering
agents adjust narratives and
tactics in real time

Attackers configure voice
styles including gender and
regional accents

Primarily targets Okta, Google
SSO and Microsoft SSO
environments
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Al Enables Exploit of Poor Cyber Hygiene at Scale

AWS says more than 600 FortiGate firewalls hit in
Al-augmented campaign

Off-the-shelf tools helped Russian-speaking cybercrime group run riot

A Carly Page Mon 23 Feb 2026  11:41 UTC

A Cybercriminals armed with off-the-
shelf generative Al tools

A Compromised more than 600
internet-exposed FortiGate firewalls
across 55 countries in just over a
month


https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

