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Donnez votre avis

Don de 15 ϵ ǇŀǊ ǉǳŜǎǘƛƻƴƴŀƛǊŜ ŘŜ ǎŀǘƛǎŦŀŎǘƛƻƴ 
ǊŜƳǇƭƛ ŀǳ ǇǊƻŦƛǘ ŘŜ ƭΩŀǎǎƻŎƛŀǘƛƻƴ tŜǘƛǘǎ tǊƛƴŎŜǎΦ 

Reconnue d'utilité publique, l'Association Petits Princes 
s'engage à réaliser les rêves des enfants et adolescents 
gravement malades. 

Des questions ?

Posez vos questions via ce formulaire, nous 
reviendrons vers vous directement
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An Nguyen
Integrity360

Mot de bienvenue du directeur 

régional
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09:30 Bienvenue et ouverture de la conférence
Yasmine Douadi, Experte en cybersécurité
An Nguyen, Managing Director, Integrity360

10:40 Résilience redéfinie ςsuite
Artemis de Pascale, Pentester , Cresco, Integrity360

14 :35 Gare à vos gaps de sécurité !
Lucie Cardiet, Cyberthreat Research Manager, Vectra AI

Pause14:55

15:30 Table ronde - Assurer la continuité des opérations :
défendre les systèmes cyber -physiques (CPS) et les 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŎǊƛǘƛǉǳŜǎ Ł ƭΩŝǊŜ ŘŜ ƭΩL!Φ
Hélène Bernardini, Fondatrice et Dirigeante HacktheOT
Jean -Marc Autret , RSSI OT, Groupe EDF
An Nguyen, Managing Director, Integrity360
Paul -Arnaud Wernert, Director of Consulting & Services, Integrity360

16:35 Invité spécial - Karim Duval, Humoriste

Conversation informelle ςQ-Day et au -delà : 
/ƻƴǎǘǊǳƛǊŜ ƭŀ ǊŞǎƛƭƛŜƴŎŜ Ł ƭΩŝǊŜ ǉǳŀƴǘƛǉǳŜ
Clément Jeanjean, Président, Ascent Consult
Alain Champenois, Quantum Computing Application 
Expert, Quobly

16:00

10:55 Pause

09:40 La résilience redéfinie : Sécuriser l'ère Humain -IA
Richard Ford, CTO, Integrity360
Brian Martin, Director of Product Management, Integrity360

11:25 Tendances & Prévisions de la cybersécurité en 2026
Sacha Siebert, Consultant Senior Cyber, Integrity360

11:45 IA Générative sous contrôle : La feuille de route du 
w{{L ǇƻǳǊ ƳŀƞǘǊƛǎŜǊ ƭŀ ǎǳǊŦŀŎŜ ŘΩŀǘǘŀǉǳŜ
Yann Lounguidy , Sr. Solutions Engineer | EMEA Channel, 
SentinelOne

12:05 Conversation informelle - L'IA dans le SOC : 
transformer l'intelligence en résilience
François Russe, Expertise Advisor, Integrity360
Yann Lounguidy , Sr. Solutions Engineer, Sentinelone

13:40 /ƻƳƳŜƴǘ ƭŜǎ ƻǳǘƛƭǎ ǘƛŜǊǎ Ŝǘ ƭΩL! ǇŜǳǾŜƴǘ 
aider à sécuriser votre chaîne
ŘΩŀǇǇǊƻǾƛǎƛƻƴƴŜƳŜƴǘ
Matthew Pearson, VP of EMEA channels, Panorays
Nick Brownrigg, Director of solution architecture, Integrity360

14:00 Table -ronde - Construire une culture de la sécurité 
capable de prospérer avec l'IA
Benoit Fuzeau , Expert en sécurité CASDEN Banque Populaire
Gilles Garnier, Directeur Cyber & Data Protection, Aéma Groupe
Lauranne Peyron, RSSI -DPO, Evolucare
Emmanuel Balland, Cybersecurity Manager, Integrity360

12:35 Déjeuner et Networking 09:30 Conclusion
Yasmine Douadi, Experte en cybersécurité
An Nguyen, Managing Director, Integrity360
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Pour avoir la traduction 

instantanée dans les casques 

audio, il faut choisir le 

Canal 1 ĈFrançais
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Resilience Redefined:

Securing the Human-AI Era

Richard Ford
CTO

Brian Martin
Director of Product Management

Pour avoir la traduction instantanée 

dans les casques audio, il faut choisir le 

Canal 1 ĈFrançais
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Resilience & Human-AI 

Eraē

ēWhatċs the relevance?

We are at a pivotal 

moment for securityē 

ēnot just security. For the 

human race.
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Sound crazy?
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Rapid AI 

Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

ά!L ƛǎ ŀƳŀȊƛƴƎ ōǳǘ ŦŀǊ ŦǊƻƳ ǇŜǊŦŜŎǘΦ hǳǊ ƻǾŜǊ-ōŜƭƛŜŦ ƛƴ ƛǘΩǎ ŎŀǇŀōƛƭƛǘȅ is ƎƻƛƴƎ ǘƻ ǘǊƛǇ ǳǎ ǳǇέ



Is it all about AI?
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600,000

NCSC managed 204 significant or highly 

significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025
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Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

άΧΦΦŎȅōŜǊŀǘǘŀŎƪǎ ǘƻ ƳƛƴƛƳƛǎŜ ōǳǎƛƴŜǎǎ 
ŘƛǎǊǳǇǘƛƻƴ ŦǊƻƳ ŎȅōŜǊ ƛƴŎƛŘŜƴǘǎΦέ

ά¢ƘŜ ŀōƛƭƛǘȅ ǘƻ ΧΦ



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. AI Risk Visibility





AI Security ĈNew Threats and Risks

Adversary 

uses of AI

3rd party 

GenAI

Misuse

Attacks on own -

developed models, 

apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 

AI

1. Secure Use of 

AI

3. Secure 

against AI



AI Security ĈNew Threats and Risks

Adversary 

uses of AI

3rd party 

GenAI

Misuse

Attacks on own -

developed models, 

apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own AI

1. Secure Use of AI

3. Secure against AI

Å Data Leakages
Å Privacy violations
Å Policy violations
Å IP Infringements
Å DevOps AI usage security
Å Hallucinations
Å Shadow AI
Å Cost Control

Å Data poisoning
Å Prompt injection
Å Data exfiltration
Å Illicit access
Å Excessive 

consumption
Å Agent compromise
Å MCP security

Å Enhanced Phishing
Å Deepfakes
Å AI -assisted malware 

development
Å Polymorphic AI malware
Å Agentic AI -led 

autonomous attack
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Secure against AI
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AI Scales Exposure Discovery

Å As of February 2026, XBOW ranked as the 
#1 hacker on the HackerOne US leaderboard

Å In a 90 -day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

Å In head -to -head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen -tester 40 hoursAn autonomous AI -driven penetration testing platform

Secure against AI



AI Scales Exposure DiscoveryĈan Update

Secure against AI



Human vs Agentic attackers

Vs

Traditional (Human -led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time мллΩǎ ƻŦ ǘŀǊƎŜǘǎ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting

Secure against AI
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AI Reduces barrier to entry - čvibe-codedĎ Copycat Cybercrime

AI & open -source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fuelling 
copycats

Secure against AI



Model Context Protocol

AI Expands the Attack SurfaceSecure own AI



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
ĲǂĲĦƨƣĲШĬŔƖĲĦƣũǃШŸŰШƣőĲШőŸƚƣќƚШ§ÉЯШ
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
ĬĲƻĲũŸƓĲƖќƚШċŊĲŰƣШƨƚŔŰŊШ]ŔƣcƨĤШ
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
ΝЯΜΜΜќƚШŸŉШ ÂfШťĲǃƚЮШ

Secure own AI
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AI Powers Automated Mass Vishing

https://blog.eclecticiq.com/shinyhunters -calling -financially -motivated -data -extortion -group -targeting -enterprise -cloud -applicati ons

Å Uses VoIP based calling 
services for vishing operations

Å Abuses legitimate AI -powered 
voice call platforms 

Å Automating social engineering 
calls at scale

Å AI -driven social engineering 
agents adjust narratives and 
tactics in real time

Å Attackers configure voice 
styles including gender and 
regional accents

Å Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records
20m+ records

Secure against AI



AI Enables Exploit of Poor Cyber Hygiene at Scale

Å Cybercriminals armed with off -the -
shelf generative AI tools 

Å Compromised more than 600 
internet -exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber -
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

Secure against AI

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

