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We empower organisations to achieve 
great things, securely

Managed Security Services

Managed Threat 
Exposure

Managed Detection 
& Response

Digital Risk 
Protection

Managed Threat 
Prevention

Managed Data 
Security

Managed 
SASE/SSE

Professional Services

Governance, Risk 
& Compliance

Offensive Security

Digital Forensics & 
Incident Response

Payments 
Compliance
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Security

Security Technology 
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Resilience Redefined:
Securing the Human-AI Era

Richard Ford
CTO, Integrity360

Brian Martin
Director of Product Management , Integrity360



Resilience & Human-AI 
Era…

…What’s the relevance?

We are at a pivotal 
moment for security… 

…not just security. For the 
human race.



Sound crazy?











Rapid AI 
Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

“AI is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”





Is it all about AI?



600,000

NCSC managed 204 significant or highly 
significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025



Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

“…..cyberattacks to minimise business 
disruption from cyber incidents.”

“The ability to ….



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. AI Risk Visibility





AI Security – New Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

1. Secure Use of 
AI

3. Secure 
against AI



AI-First Organisations “Security Tax” 

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

AI-First Organisations
• AI directly exploited in 44% 

of incidents (vs 6%)

• Take 80 days longer to 
recover from incidents

• Incidents cost 135% more

• Have 31% higher Shadow AI
Source: Fastly Global Security Report 2026

1. Secure Use of 
AI





AI Scales Exposure Discovery

• As of February 2026, XBOW ranked as the 
#1 hacker on the HackerOne US leaderboard

• In a 90-day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

• In head-to-head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen-tester 40 hours

An autonomous AI-driven penetration testing 
platform



Human vs Agentic attackers

Vs

Traditional (Human-led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time 100’s of targets simultaneously

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting



AI Reduces barrier to entry - “vibe-coded” Copycat Cybercrime

AI & open-source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fueling
copycats



Model Context Protocol

AI Expands the Attack Surface



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
execute directly on the host’s OS, 
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
1,000’s of API keys. 



MCP Real-world exploits – GitHub MCP prompt injection

The GitHub "Prompt Injection 
Data Heist" (May 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

1. Threat actor  Updates GitHub issue

2.Developer  Asks AI agent summarise
recent issues via official MCP server

3.Agent -> reads issues, absorbs prompt 
injection

4.Agent  Has same permissions as 
developer 

5.Local files  exfiltration as instructed



AI Powers Automated Mass Vishing

https://blog.eclecticiq.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

• Uses VoIP based calling 
services for vishing operations

• Abuses legitimate AI-powered 
voice call platforms 

• Automating social engineering 
calls at scale

• AI-driven social engineering 
agents adjust narratives and 
tactics in real time

• Attackers configure voice 
styles including gender and 
regional accents

• Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records 20m+ records



AI Enables Exploit of Poor Cyber Hygiene at Scale

• Cybercriminals armed with off-the-
shelf generative AI tools 

• Compromised more than 600 
internet-exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber-
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls


What’s next, where to?

Soon?Not that 
long ago

Now



2. Human-AI Collaboration



Human in the loop

AI Analyst Human Analyst

Alert Handling
Triage, Prioritisation, Noise Reduction 

Alert Handling
Validating prioritisation, applying business 
context, escalation & response strategy

Analyst Assistant
Natural Language Investigation Support, Guided 
Investigation Paths

Analyst Assistant
Reduced Cognitive Load, Extended Skillset 

Response
Execute low-risk, time-bound and reversible 
actions. Recommends other actions

Response
Reviews and approves actions

Proactive Security
Help defenders move left of boom

Proactive Security
Decide what risk is, balance security with 
operational friction



What is AI not good at?

“AI can detect anomalies — it cannot decide what level of risk the business is willing to accept.”

Novel attacks with no 
precedence 

Low & slow insider threats Highly contextual decisions

What is AI not good at (yet)?



3. Post-quantum 
cryptography





4. Third Party Risk



Employees 
Misusing 

Public AI tools 

Internal AI Agents 
connecting to  

external services

3rd party 
apps infused 

with AI

3rd party 
providers using 

AI

3rd party 
Applications 
developed 

insecurely with AI

AI Supply 
chain risks



Rapid GenAI App  Adoption

Source: Reco State of Shadow AI Report, 2025

By end 2026, at least 80% of unauthorised AI 
transactions will be caused by internal violations 
of enterprise policies concerning information 
oversharing, unacceptable use or misguided AI 
behavior rather than malicious attacks.

80% 
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GenAI models end-user 
spending 

Foundation GenAI Models

66.8% CAGR

Source: Gartner Forecast: Generative AI Models, Worldwide, 2023-2029

The number of 3rd party 
breaches have risen 49%

year on year, and 
increased 3-fold since 
2021’

- Prevelant

49%

‘98% of organisations 
have 3rd parties that 
have been breached’
- SecurityScorecard

98%

3rd Party Breach Statistics



Bringing Third-Party Cyber Risk Management to Cyber Resilience

Planning Testing

 Disaster Scenarios

 Roles and Responsibilities

 Key contacts and comms 
channels

 Architect to meet recovery 
objectives

 Prioritise critical tiers

 Cadence – annual/biannual

 Scope based on risk priorities

 Roles and Responsibilities

 Findings and 
Recommendations

44%

Of organisations 
don’t consider third 
parties when 
conducting business 
continuity exercises



Managing Third Party AI Risk

Visibility & Contracts
Gain visibility and strengthen 

contractual requirements 
regarding how third parties are 

using AI

Controls
Update TPRM frameworks to 

include AI-specific controls

Monitoring
Adopt continuous monitoring 
instead of annual risk reviews

Dependencies
Manage fourth-party and 
concentration risk amplified by AI

Innovation
Balance innovation with 
oversight—not blocking AI, but 
governing it

Regulations
Stay ahead of regulations —
third-party AI use is becoming 
a compliance obligation



Use how AI is Transforming 3rd Party Risk Management

Predictive 
Risk 

Monitoring

Automation & 
Efficiency

Extended 
Ecosystem 
Visibility



5. Recovery and Continuity



Cybersecurity:

“We must prevent 
breaches from 
happening”

Cyber threats

Cyber attacks

Cyber breaches



Embed Business Impact Assessment as the Foundation of Cyber Resilience

“…to focus protection on critical 
business processes and assets, 
rather than pursuing blanket 
coverage.”

Source: Gartner - Unlock Cyber Resilience: Build Your Program on BIA Foundations
Maximum Tolerable 
Downtime (MTD)

Mean Time to 
Recover (MTTR)

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)

Key Metrics





Rapid Detection

Data Protection and 
Backup Integrity

Human + Machine Synergy Automated Containment 
and Recovery 

Securing and Governing AI Systems

Assume Compromise and 
Design for Rapid Restoration 

and Continuity

Top Considerations how AI impacts recovery and continuity



From Resilience to Antifragility in the 
Human-AI era

Agile

Resilient

• Reacts
• Adapts

• Sustains
• Maintains

Antifragile

Fragile
• Suffers
• Fails

• Benefits
• Grows

• Recognise upside
• Seize opportunities
• Enhance detections
• Improve playbooks
• Embrace disruption
• Prioritise agility
• Positive mindset



Cyber Resilience:

Surviving and 
becoming stronger

Anticipate Withstand

Recover 
from Adapt to

Cyber threats

Cyber attacks

Cyber breaches



Conclusion

Resilience Redefined in the 
Human-AI Era is…(cue drumroll)



5 Key Factors redefining resilience in the Human-AI era

Human-AI Collaboration

Third Party Risk

Post-Quantum 
CryptographyRecovery and 

Continuity

Threat Visibility. 

Anticipate Withstand

Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity and get stronger”

“The continuously improving ability to….

Anticipate Withstand Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

Anticipate Withstand

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity, and get ever-stronger”

“The continuously improving ability to….

Recover from Adapt to



Thank you

Richard.ford@integrity360.com
Richard Ford

Brian.martin@integrity360.com
Brian Martin
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Resilience Redefined:
Securing the Human-AI Era

Artemis de Pascale
Pentester, Cresco, an Integrity360 Company



Common Attacks

Common 
Attacks



0201

03 04

Examples



AI Hacking
The AI Paradox

Companies deploy AI to:
• Improve Productivity
• Automate the boring stuff
• Accelerate access to Information

It’s a centralized access, meaning:
A single prompt may expose what previously required multiple compromises.



AI Hacking
Prompt Injection

Manipulates the AI by inserting malicious instructions into user input



AI Hacking
EmojiSmuggling 

THEN NOW



AI Hacking
Real World Example



AI Hacking
Takeaway

• Most Successful attacks rely on simple techniques
• These attacks are getting more frequent
• AI needs to be considered part of the attack surface

AI won’t replace hackers. But hackers will absolutely use AI.



Thank you

adepascale@cresco.be
Artemis de Pascale
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Niclas Hansson
Senior Business Advisor, Radar Group



RESILIENCE REDEFINED: 

SECURING THE HUMAN-AI ERA
TECH-DRIVEN CYBERSÄKERHET I SVERIGE 2026



NY TEKNIK I SVENSK CYBERSÄKERHET 2026
MOGNAD, TILLÄMPNINGAR OCH FOKUS PÅ NY TEKNIK

TECH-DRIVEN
CYBERSÄKERHET

DIGITAL
SUVERÄNITET

DAGENS
VÄRDEKEDJA

KVANT-
TEKNIK

1. 2. 3. 4.

SVERIGE 2026 INSIKT
MOGNAD & PRIORITERING

VALMÖJLIGHETER

NULÄGE & INSIKT 
MOGNAD & 

KARTLÄGGNING

POST-KVANT-
KRYPTOGRAFI (PQC)

MOGNAD



VARDAGENS BESLUTSFATTANDE INOM 
CYBERSÄKERHETSARBETET, IT-KÖPARE 2026

Andelen beslut som fattas ad-hoc, 
utan process med informella 
riktlinjer som inte följs 
konsekvent. Där flera 
beslut är personberoende. 58%



DIGITAL SUVERÄNITET



DET GEOPOLITISKA SPELET
VIKTIGA DIMENSIONER

DET GEOPOLITISKA SPELET
#SITTER-MAN-INTE-VID-BORDET-ÄR-MAN-TROLIGEN-PÅ-MENYN

“De händelserna som skett under 2025 understryker vikten av att Europa innoverar mer, 

stärker konkurrenskraft och tillväxt - samtidigt som man tar större ansvar för sin 

strategiska autonomi, motståndskraft, säkerhet och försvar.” //European Commission



NYA OSÄKERHETET PÅ 
MARKNADEN

USA

EU

FISA 702
CLOUD ACT

(PATRIOT ACT)

GDPR
NIS2

DORA

EU - US
DATA PRIVACY 

FRAMEWORK (DPF)

Nya osäkerheter Dataskydd, tillgång, 
tillgänglighet, efterlevnad

Ökat intresse Europeiska alternativ
european-alternatives.eu

Prioriteringar 
och strategier

Flexibilitet och diversifiering
Exitstrategi

USA vs EU
Regelverk i konflikt
Påtrycknings- och 
förhandlingsmedel

PCLOB
”SCHREMS 3”



BRED SUVERÄNITETSRÖRELSE

Politiskt
Regulatoriskt
Ekonomiskt

DIGITAL
SUVERÄNITET

PROBLEMINSIKT
Inlåsningsproblematik 86%

Teknikinlåsning hinder i 
leverantörsförhandling

RISKHANTERING
Avvaktande, men initiala steg
Från geografi/regulatoriskt till makt/kontroll

71%
Brist på 

trovärdiga 
alternativ

28%
Initierat 

diskussion med 
leverantörer

26%
Etablerat eller 

uppdaterat 
exitstrategi

”Svenska verksamheter 
analyserar och anpassar sig 

efter nya förutsättningar”



Med dagens
regulatoriska ramverk >30 år
Med avsevärda nya
politiska investeringar 10-12 år
Med nya och modifierade ramverk samt
förstärkt politisk ambition/investering 8 år

TIDSNARRATIVET FÖR 
EUROPEISK SUVERÄNITET



US
BIG TECH
COMPLIANCE

KONTROLL

DATA

Arkitektur
Integration
Funktioner & tjänst

Kontroll & Data – Nya kommande fokusområden:

Mjukvara
Modell
Beräkning 
(compute)

Lagring
Infrastruktur

NÄSTA LED AV SUVERÄNITET
TESBASERAT SCENARIO



DAGENS VÄRDEKEDJA



MÅLTAVLA FÖR ATTACKER

Det område med lägst mognad nationellt
Det område som antagonister exploaterarSÄKRA

LEVERANSKEDJOR
+100% Attacker mot leveranskedjor 

dubblades mellan 2024 och 2025

Andel som aldrig eller ibland vid 
händelse genomför granskning av 
leverantörerssäkerhet efter avtal

Andel utan planer eller endast 
informella diskussioner för om kritisk 
leverantör faller bort eller drabbas av 

incident

62%

72%



OPERATIONELL TEKNIK (OT) 
UTVECKLING, 2024 - 2026

STÖRSTA HINDREN FÖR ÖKAD OT-SÄKERHET, 2026
OPERATIONELL 

TEKNIK (OT)
OTILLRÄCKLIG 
OT-SÄKERHET

Mer än 7 av 10 anger sig 
ha Operationell Teknik 
(OT) I organisationen.

Ingen förbättring på 2år. 
Trots att NIS2 införts.

Interna säkerhets-
samarbetet har negativ 

utveckling.

PROBLEMATISK 
LÅG MOGNAD

KOMPLEXITET 
ÖKANDE

95% saknar 
grundläggande mognad. 
8 av 10 har minimal eller 

delvis inventering på 
plats.

Ny Teknik, AI och 
kvanteknik kommer öka 

gap. Fler sårbarheter. 
Komplicerat att integera.

Kunskapsbrist OT-säkerhet

Brist ledarskap & strategi

Tekniska barriärer

Budget och resurstilldelning

Bristande samarbete

Regulatoriska krav



TROTS NIS2 BLEV LAG 2025 
EFTERLEVNADEN LÅG

Trots förseningar ligger vi efter med 
implementeringen av CSL

MOGNAD RUNT
REGELEFTERLEVNAD

78% Inte i nivå med kraven i 
NIS2/Cybersäkerhetslagen

72%

Resursbrist
implementera CSL

61%

Tidsbrist
implementera CSL

KONTROLLERNA FLEST SAKNAR
Riskhantering
Kryptografi och kryptering
Leveranskedjan



TECH-DRIVEN 
CYBERSÄKERHET



ANVÄNDNING AV ARTICIFIELL INTELLIGENS (AI) 
INOM EGET CYBERSÄKERHETSARBETE, IT-KÖPARE 2026

25%

18%
50%

7%

Används inte
Experimentellt
Begränsad användning
Bred användning



HINDER ATT NYTTJA ARTICIFIELL INTELLIGENS (AI) 
I EGET CYBERSÄKERHETSARBETE, TOPP 5 IT-KÖPARE 2026

83%

67%

50%

17%

17%

0% 20% 40% 60% 80% 100%

Brist på intern kompetens

Brist på tydliga användningsområden

Budgetbegränsningar

Bristande förtroende

Upphandlings-/juridiska hinder



HUR AI ANSKAFFAS OCH VAR DEN ANVÄNDS 
I DET EGNA CYBERSÄKERHETARBETET, 2026

VAR AI ANVÄNDS INOM CYBERSÄKERHET, TOPP 5 2026

55%

50%

45%

30%

25%

Hot-/avvikelsedetektering

Identitets- och beteendeanalys

SOC-analys och rapportering

Incidenttriage och respons

Bedrägeri-/nätfiskedetektering

Andelen som anskaffar AI via 
inbäddad i verktyg,
plattformar eller via sin 
managed service provider
(MSP). 85%



UTSTRÄCKNING VI LITAR PÅ AI I DET EGNA 
CYBERSÄKERHETSARBETE, IT-KÖPARE 2026

36%

52%

8%
4%

Låg tillit – endast rådgivande

Måttlig tillit – verifieras före användning

Hög tillit – används rutinmässigt

Mycket hög tillit – nyttjas i tidskritiska beslut



KVANTTEKNIK



MOGNAD INOM KVANTTEKNIK, 
IT-KÖPARE 2026

STATUS POST-KVANT-KRYPTOGRAFI, IT-KÖPARE 2026

42%

58%

Standard & leverantörer
bevakas

Ej övervägts

”HARVEST 
NOW AND 
DECRYPT 
LATER”



ÖVERGÅNG TILL KVANTSÄKER 
KRYPTERING

Konventionell kryptering avvecklas 2030
EU: börja migrering innan slutet av 2026

RISKER MED
KVANTTEKNIK

Medvetenhet om kvants påverkan på 
cybersäkerhet

Ingen 
medvetenhet

43%
Grundläggande 

förståelse
57%

Högsta ledningen är inte 
engagerad i kvantberedskap

85%



Andelen som anger att 
kvantteknik redan är relevant 
eller kommer vara det inom 
fem år.

NÄR FÅR KVANTTEKNIK KONKRET BETYDELSE 
FÖR CYBERSÄKERHETSARBETE, 
IT-KÖPARE 2026

58%



REKOMMENDATIONER 2026
RADAR SECURITY 2026

1. 2. 3.
Bättre samordning internt 

i organisationen. 
Engagera ledarskap.

Visualisera.

Inför grundläggande 
arbetssätt och inställning 

till 
OT- & värdekedjesäkerhet. 

Stor effekt. Nu!

Bred medvetenhets- & 
kompetensuppbyggnad 

(AI & Kvant).
Helt avgörande nu.

Andelen beslut som fattas ad-hoc, 
utan process med informella 
riktlinjer som inte följs konsekvent. 

58%





Bensträckare



Välkommen



#SecurityFirst2026

Angripare behöver 
inte Zero Days – De 
behöver våra misstag
Alex Welin
Senior Sales Engineer, XM Cyber



Angripare behöver inte Zero Days 
– De behöver våra misstag

Hur komplexitet i dagens miljöer försvårar för oss själva och 
förenklar för en angripare. 

Alex Welin





Growing in Complexity



Growing in Complexity



Growing in Complexity



© XM Cyber 2026

AI Drastically Compresses the Attack Lifecycle

Reconnaissance Phishing Creation Vulnerability Research Breakout Time Detection Window

1-3 Days

Seconds

Hours
(Per Target)

Instant
(Mass Personalization)

Days/Weeks

Minutes
(V2E)

1-2 Hours

<15
Minutes

Days (Average)

Minutes
(or Not at all)



© XM Cyber 2026

Should We Care?



© XM Cyber 2026

Changes are coming



© XM Cyber 2026

Changes are coming



© XM Cyber 2026

Changes are coming



© XM Cyber 2026

What does it mean for us

Start mapping and 
securing in-direct 
relations between 
environments

Understand where the 
actual risk is and how to 
reduce/remove it

Shadow AI



Questions?



Thank you

alex.welin@xmcyber.com
Alex Welin
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Paul-Arnaud Wernert
Director of Consulting 

& Services, OT, 
Integrity360

Nils Von Greyerz
Senior Solutions 
Architect, Armis

Guillaume Desnoyer
Manager – OT, 
Integrity360

Nick Brownrigg
Director of Solutions 

Architecture, 
Integrity360

Panel session - Keeping the Lights On: Defending 
CPS & Critical Infrastructure in the AI Era



#SecurityFirst2026

How Third Party Tools and AI can 
help Secure your Supply Chain

Matt Pearson, VP of EMEA, Panorays

Nick Brownrigg, Director of Solutions 
Architecture, Integrity360

Breakout session

Scaling AI Innovations required 
security at the core

Amir Akhtar, Channel Director EMEA, 
Orca Security

Emil Olofsson, Regional Head of Solution 
Architecture & Technology, Integrity360

Main stage Bankfack 1



#SecurityFirst2026

How Third Party Tools & AI can 
help Secure your Supply Chain

Matt Pearson
VP of EMEA, Panorays

Nick Brownrigg
Director of Solutions Architecture, Integrity360



Lunch och networking
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FEEDBACK
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MODERN NETWORK = HYBRID NETWORK
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HYBRID NETWORK = HYBRID ATTACKS
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Attackers move on the network with an identity…

PROTECTING HYBRID NETWORKS FROM ATTACKS IS HARD

Disrupt

Steal

Extort

Attacker Means: 
Identity

compromise accounts

Attacker Opportunity: 
Network

Live and move in the gaps

Attacker Motive: 
Breach

circumvent controls 

Network 
Identity

Cloud Identity

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 



EACH STEP LOOKS LEGITIMATE ON ITS OWN

VALID CREDENTIALS – NORMAL TOOLS – EXPECTED TRAFFIC

Initial Access Lateral 
Movement

Privilege 
Abuse Persistence Impact



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THINKING LIKE AN ATTACKER



Internet

Private Cloud

Data Center

Cloud Infrastructure
Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud Identity

Network 
Identity

INITIAL ACCESS

Attackers exploit your 
vulnerabilities to get 
in… anywhere within 
your hybrid network.



VULNERABILITIES EXPLOITED BY ATTACKERS

• Zero-day/CVE
• Misconfigurations
• Supply Chain compromise
• Unmanaged devices

Technical vulnerabilities People & Identity
• Social Engineering
• Insider Threats
• Account takeover
• Leaked credentials



ZERO-DAYS

Source: BlackBasta Leaked ChatLogs
Source: Shodan.io



1 point = 1 transaction

INTELBROKER: INITIAL ACCESS BROKER & BREACHFORUM ADMIN



KAI WEST, ALIAS 
“INTELBROKER”, 
ARRESTED



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhDSource: databreaches.net



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

Source: Google





INSIDERS RECRUITMENT

Source: SLSH’s Telegram
Source: BBC



I rat employees at 
home via 
spearphishing and 
spearmishing and use 
their work laptops, 
that’s how I hack 
MSP’s.

Sometimes I rat their 
spouse which can be 
easier, then pivot to 
them. 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

THE SNOWFLAKE SUPPLY CHAIN ATTACK

Source: Mandiant



Delivery

HOW INFOSTEALERS WORK

Phishing email

Malvertising

Malicious or 
compromised 

Website

Infected 
software

User 
downloads
infostealer 
malware

Infostealer 
steals 

credentials, 
browser 

history and 
system 

information

Attackers 
consolidate 
stolen creds 
in lists they 
can sell on 

dark markets

Data collection Data exfiltration Data Distribution

Attackers 
exfiltrate the 

logs 
(FTP, API, file sharing 

website)



Once they find a way 
in, they:

1. Establish
persistence & 
foothold

2. Set up Command 
and Control

PERSISTENCE

Internet
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Applications
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Network 
Identity



HIDDEN VIRTUAL NETWORK COMPUTING

Victim’s screen

Attacker’s screen



CODE SIGNING SPOOFING

надо было сделать другой крипт тогда
который обойдет другой софос

ев сертами подписывай файлы после крипта тогда
я тебе выдам скоро

что бы легетивный был крипт по макс

We should have made a different crypter then
that would bypass the other Sophos

Sign the files with EV certificates after encryption.
I will give it to you soon.

So that the crypt will look legitimate.

Source: BlackBasta Leaked ChatLogs



EDR KILLERS



SNOWFLAKE’S VICTIMS REPORTED 
HAVING DETECTED AND REMOVED THE ATTACKER 

FROM THEIR SNOWFLAKE INSTANCES, 

YET 

HE HAD NO TROUBLE GETTING BACK INTO THEM.



EXPLOITING TOKENS

I can still run 
commands 
because I have the 
‘masterToken’ for 
every account 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD



Internet

Private Cloud

Data Center

Cloud Infrastructure
Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud Identity

Network 
Identity

1. Attacker finds 
more credentials 
to move laterally 
across your 
entire modern 
network

2. Finds your data 
and exfiltrate it

3. Launches 
Ransomware 
(optional)

LATERAL 
MOVEMENT



EXPLOITING EXISTING TOOLS

1. Built-in admin tools (living off the land)
(e.g. PowerShell, WMI, scheduled tasks…)

2. Centralized access platforms 
(e.g. Teleport, Tailscale…)

3. AI connected to business systems
(e.g. LLM copilots, chatbots, automation)



SEPTEMBER 2025: 
SALESFORCE BREACH

Scattered Lapsus$ Hunters 
exploited AI-chatbot integration 
to get access to Salesforce 
instances.



AUTONOMOUS AI AGENTS WILL 
COMPRESS THE ATTACK TIMELINE





DARKWEB MARKETPLACES FOR AI-AGENTS



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THE ADVANTAGE AI + HUMANS: 

NO SINGLE TOOL SEES THE WHOLE 
ATTACK, BUT TOGETHER WE CAN.



THANK YOU!





Thank you

lcardiet@vectra.ai
Lucie Cardiet
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Kundstudie - Att skapa en 
säkerhetskultur som kan blomstra med AI
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Framtidens säkerhet i 
en AI-driven värld
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1968
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2026
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CRIMEWARE PRODUCERS

Source Code
Junior 

Developers

Copy & paste

Senior 
Developers

Exploits Packers Special 
Platforms

Mobile

CRIME SERVICES ENABLERS

Quality Assurance
Crypters / Packers 

Scanners

Hosting
Infections / Drop Zones

Management

Botnet Rentals
Installs / Spam /

SEO / DDoS

Money Mules
Accounts Receivable

Nation State

Hacktivism

Criminal GPTs
and Agent Armies

Criminal 
Organisations

Cyber Crime 
as a Service
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Deepfakes in spearfishing

Mutate malware to bypass legacy AV

Execute machine-speed/creative attacks]

Profiling targets
to increase success

AI

AI-Aided Attacks

FraudGPT
WormGPT
GhostGPT
etc etc
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36 000
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97 000 000 000
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85%

Source: raconteur, 2025

https://www.raconteur.net/technology/ai-the-next-frontier-in-cyber-defence
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85%

Source: raconteur, 2025

78% 
Source: Netguru, Sept 2025

https://www.raconteur.net/technology/ai-the-next-frontier-in-cyber-defence
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93%

Source: CyberRisk Alliance (CRA), Sept 2024

https://www.cyberriskalliance.com/press-release/cra-cbir-september-2024-ai
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93%

77%
Source: CyberRisk Alliance (CRA), Sept 2024 Source: CyberRisk Alliance (CRA), Sept 2024

https://www.cyberriskalliance.com/press-release/cra-cbir-september-2024-ai
https://www.cyberriskalliance.com/press-release/cra-cbir-september-2024-ai
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AI är inte
framtiden för 
cybersecurity.
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AI är inte
framtiden för 
cybersecurity.
AI ÄR Frontlinjen
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Samarbete i kampen 
mot cyberbrottslighet  Offentlig och privat sektor samarbetar för att 

dela kunskap och best practice i syfte att störa 
och motverka hotaktörer.

 INTERPOL Gateway

 Cybercrime Atlas 

 The NATO Industry Cyber Partnership

 Cyber threat Alliance

 MISP-SE
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Policy förändringar
 Regeringar världen över klassar allt fler system 

som kritiska och inför allt striktare 
cybersäkerhetskrav för aktörer som driver 
kritisk infrastruktur.

 Regelverk som fokuserar på cybersäkerhet –är 
avgörande för att kunna störa och motverka 
cyberkriminella operationer.

 NIS2

 Svenska cybersäkerhetslagen
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.

Bygg ett
motståndskraftigt
ecosystem

 Implementera en fullt integrerad och 
automatiserad cybersecurity mesh-plattform i 
hela det distribuerade nätverket för att 
minska komplexiteten och stärka 
organisationens säkerhetsnivå.

 Samla in och korrelera hotinformation från 
hela nätverket för att kunna stoppa angripare 
direkt – oavsett var användare eller enheter 
befinner sig.

 Konsolidera säkerhetslösningar i en 
gemensam plattform för att lägga grunden för 
snabbare och mer samordnade åtgärder med 
hjälp av AI-verktyg.
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Source: Gartner’s Top Trends in AI for IT Operations, 2025

70%
SOC teams will deploy AI-

powered ‘co-pilots’ to 
combat analyst burnout

Chatbottar

30%
Through autonomously 

resolving tickets, AI-driven 
NOCs will cut operational 

costs by 30%

AIOps

40%
of SOC/NOC tasks will be 

automated by GenAI—
reducing manual work 

by 50%

GenAI

60%
Mean-time-to-repair (MTTR) 
for outages will be faster by

60%

Agentic AI

Zero Trust Architecture
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Thank you

jwernberg@fortinet.com
Johan Wernberg
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No need to convince anyone: AI is everywhere

Legal

Developers

Sales & Marketing

Finance

Innovation/AI

Human Resources

AI Apps

AI Chatbots

Self-built AI 
Products
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EU AI ACT – Risks with AI usage
Topp 10 Risker för företagens AI-användning (OWASP 2025) 
länkat till EUs AI-förordning

• Prompt Injection (LLM01): Manipulering av promptar för att styra om AI:ns
beteende
EU AI-förordning: Artikel 15 (Cybersecurity)

• Sensitive Information Disclosure (LLM02): AI-modeller kan oavsiktligt läcka
konfidentiell data, som personuppgifter (PII) eller företagshemligheter.
EU AI-förordning: Artikel 10 (Data Governance)

• Supply Chain Vulnerabilities (LLM03): Risker från komprometterade
tredjepartsmodeller, dataset eller plug-ins.
EU AI-förordning: Artikel 17 (Quality management)

• Data and Model Poisoning (LLM04): Angripare korrumperar träningsdata för att
bygga in bakdörrar eller partiskhet (bias) i modellen.
EU AI-förordning: Artikel 10 (Data Quality)

• Improper Output Handling (LLM05): Backend-system exponeras när AI-
genererat innehåll skickas vidare utan filtrering eller städning av innehållet.
EU AI-förordning: Artikel 15 (Prohibited practices)

• Excessive Agency (LLM06): Att ge AI-agenter för stor autonomi att utföra
handlingar 8t.ex. radera filer) utan mänsklig tillsyn.
EU AI-förordning: Artikel 14 (Human oversight)

• System Prompt Leakage (LLM07): Obehörig exponering av interna instruktioner
som avslöjar känslig logik eller affärsregler.
EU AI-förordning: Artikel 15 (Cybersecurity & Robustness)

• Vector and Embedding Weaknesses (LLM08): Sårbarheter i RAG-system där
angripare manipulerar vektordatabaser för att styra hämtat innehåll.
EU AI-förordning: Artikel 15 (Cybersecurity & Robustness)

• Misinformation (LLM09): AI-"hallucinationer" eller fabrikationer som leder till 
felaktiga juridiska eller finansiella beslut.
EU AI-förordning: Artikel 13 (Transparency)

• Unbounded Consumption (LLM10): Överbelastningsattacker (DoS) genom
massiva förfrågningar som tömmer resurser eller ökar kostnader.
EU AI-förordning: Artikel 9 (Risk Management)
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Three Starting Points for AI Adoption

Block Everything Sanctioned Apps 
Only Do Nothing
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➔“Mr/Mrs CISO do you have visibility of what AI tools your employees and developers are pasting 
company data into right now?”

How much visibility do you have into the AI usage in your organization?
How do you manage Shadow AI?
How do you implement new AI tools?
….?

➔For more information, visit our booth and find out how we do Shadow AI Assessments.

Call to Action



Thank you

patrick.reischl@sentinelone.com
Patrick Reischl
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