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Resilience & Human-AI 
Era…

…What’s the relevance?

We are at a pivotal 
moment for security… 

…not just security. For the 
human race.



Sound crazy?











Rapid AI 
Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

“AI is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”





Is it all about AI?



600,000

NCSC managed 204 significant or highly 
significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025



Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

“…..cyberattacks to minimise business 
disruption from cyber incidents.”

“The ability to ….



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. AI Risk Visibility





AI Security – New Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

1. Secure Use of 
AI

3. Secure 
against AI



AI-First Organisations “Security Tax” 

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

AI-First Organisations
• AI directly exploited in 44% 

of incidents (vs 6%)

• Take 80 days longer to 
recover from incidents

• Incidents cost 135% more

• Have 31% higher Shadow AI
Source: Fastly Global Security Report 2026

1. Secure Use of 
AI





AI Scales Exposure Discovery

• As of February 2026, XBOW ranked as the 
#1 hacker on the HackerOne US leaderboard

• In a 90-day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

• In head-to-head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen-tester 40 hours

An autonomous AI-driven penetration testing 
platform



Human vs Agentic attackers

Vs

Traditional (Human-led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time 100’s of targets simultaneously

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting



AI Reduces barrier to entry - “vibe-coded” Copycat Cybercrime

AI & open-source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fueling
copycats



Model Context Protocol

AI Expands the Attack Surface



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
execute directly on the host’s OS, 
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
1,000’s of API keys. 



MCP Real-world exploits – GitHub MCP prompt injection

The GitHub "Prompt Injection 
Data Heist" (May 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

1. Threat actor  Updates GitHub issue

2.Developer  Asks AI agent summarise
recent issues via official MCP server

3.Agent -> reads issues, absorbs prompt 
injection

4.Agent  Has same permissions as 
developer 

5.Local files  exfiltration as instructed



AI Powers Automated Mass Vishing

https://blog.eclecticiq.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

• Uses VoIP based calling 
services for vishing operations

• Abuses legitimate AI-powered 
voice call platforms 

• Automating social engineering 
calls at scale

• AI-driven social engineering 
agents adjust narratives and 
tactics in real time

• Attackers configure voice 
styles including gender and 
regional accents

• Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records 20m+ records



AI Enables Exploit of Poor Cyber Hygiene at Scale

• Cybercriminals armed with off-the-
shelf generative AI tools 

• Compromised more than 600 
internet-exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber-
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls


Before Human-AI Era

Visibility

Threat Detection

Adversary 
Understanding

Governance

Operationalisation

Strategic 
Awareness

Fragmented, reactive, 
incomplete

Manual, slow, high 
false negatives

Limited view of 
attacker automation

No inventory of AI 
usage; shadow AI risk

Overwhelmed 
analysts, noisy data

Slow assessment of 
geopolitical context

Unified, real-time, high-
fidelity visibility

Machine-speed detection, 
predictive insights

Detection of autonomous, 
AI-driven attack chains

AI model inventories, agent 
governance, traffic oversight

Automated triage, 
prioritised intelligence

AI-correlated insights linking 
threats to global events

AI Risks



What’s next, where to?

Soon?Not that 
long ago

Now



2. Human-AI Collaboration



Human in the loop

AI Analyst Human Analyst

Alert Handling
Triage, Prioritisation, Noise Reduction 

Alert Handling
Validating prioritisation, applying business 
context, escalation & response strategy

Analyst Assistant
Natural Language Investigation Support, Guided 
Investigation Paths

Analyst Assistant
Reduced Cognitive Load, Extended Skillset 

Response
Execute low-risk, time-bound and reversible 
actions. Recommends other actions

Response
Reviews and approves actions

Proactive Security
Help defenders move left of boom

Proactive Security
Decide what risk is, balance security with 
operational friction



What is AI not good at?

“AI can detect anomalies — it cannot decide what level of risk the business is willing to accept.”

Novel attacks with no 
precedence 

Low & slow insider threats Highly contextual decisions

What is AI not good at (yet)?



3. Post-quantum 
cryptography





4. Third Party Risk



Employees 
Misusing 

Public AI tools 

Internal AI Agents 
connecting to  

external services

3rd party 
apps infused 

with AI

3rd party 
providers using 

AI

3rd party 
Applications 
developed 

insecurely with AI

AI Supply 
chain risks



Rapid GenAI App  Adoption

Source: Reco State of Shadow AI Report, 2025

By end 2026, at least 80% of unauthorised AI 
transactions will be caused by internal violations 
of enterprise policies concerning information 
oversharing, unacceptable use or misguided AI 
behavior rather than malicious attacks.

80% 
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GenAI models end-user 
spending 

Foundation GenAI Models

66.8% CAGR

Source: Gartner Forecast: Generative AI Models, Worldwide, 2023-2029

The number of 3rd party 
breaches have risen 49%

year on year, and 
increased 3-fold since 
2021’

- Prevelant

49%

‘98% of organisations 
have 3rd parties that 
have been breached’
- SecurityScorecard

98%

3rd Party Breach Statistics



Bringing Third-Party Cyber Risk Management to Cyber Resilience

Planning Testing

 Disaster Scenarios

 Roles and Responsibilities

 Key contacts and comms 
channels

 Architect to meet recovery 
objectives

 Prioritise critical tiers

 Cadence – annual/biannual

 Scope based on risk priorities

 Roles and Responsibilities

 Findings and 
Recommendations

44%

Of organisations 
don’t consider third 
parties when 
conducting business 
continuity exercises



Managing Third Party AI Risk

Visibility & Contracts
Gain visibility and strengthen 

contractual requirements 
regarding how third parties are 

using AI

Controls
Update TPRM frameworks to 

include AI-specific controls

Monitoring
Adopt continuous monitoring 
instead of annual risk reviews

Dependencies
Manage fourth-party and 
concentration risk amplified by AI

Innovation
Balance innovation with 
oversight—not blocking AI, but 
governing it

Regulations
Stay ahead of regulations —
third-party AI use is becoming 
a compliance obligation



Use how AI is Transforming 3rd Party Risk Management

Predictive 
Risk 

Monitoring

Automation & 
Efficiency

Extended 
Ecosystem 
Visibility



5. Recovery and Continuity



Cybersecurity:

“We must prevent 
breaches from 
happening”

Cyber threats

Cyber attacks

Cyber breaches



Embed Business Impact Assessment as the Foundation of Cyber Resilience

“…to focus protection on critical 
business processes and assets, 
rather than pursuing blanket 
coverage.”

Source: Gartner - Unlock Cyber Resilience: Build Your Program on BIA Foundations
Maximum Tolerable 
Downtime (MTD)

Mean Time to 
Recover (MTTR)

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)

Key Metrics





Rapid Detection

Data Protection and 
Backup Integrity

Human + Machine Synergy Automated Containment 
and Recovery 

Securing and Governing AI Systems

Assume Compromise and 
Design for Rapid Restoration 

and Continuity

Top Considerations how AI impacts recovery and continuity



From Resilience to Antifragility in the 
Human-AI era

Agile

Resilient

• Reacts
• Adapts

• Sustains
• Maintains

Antifragile

Fragile
• Suffers
• Fails

• Benefits
• Grows

• Recognise upside
• Seize opportunities
• Enhance detections
• Improve playbooks
• Embrace disruption
• Prioritise agility
• Positive mindset



Cyber Resilience:

Surviving and 
becoming stronger

Anticipate Withstand

Recover 
from Adapt to

Cyber threats

Cyber attacks

Cyber breaches



Conclusion

Resilience Redefined in the 
Human-AI Era is…(cue drumroll)



5 Key Factors redefining resilience in the Human-AI era

Human-AI Collaboration

Third Party Risk

Post-Quantum 
CryptographyRecovery and 

Continuity

Threat Visibility. 

Anticipate Withstand

Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity and get stronger”

“The continuously improving ability to….

Anticipate Withstand Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

Anticipate Withstand

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity, and get ever-stronger”

“The continuously improving ability to….

Recover from Adapt to



Thank you

Richard.ford@integrity360.com
Richard Ford

Brian.martin@integrity360.com
Brian Martin
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AI is Rewriting 
Cybersecurity. 
What Next?
Chris Hosking
AI & Cloud Security Evangelist, SentinelOne



 An AI Inflection Point

 Lessons For 
The Future

 The SentinelOne
Advantage

 Lessons From 
The Past

Agenda

 The AI Adversary



An AI 
Inflection
Point



Cybersecurity Is At 
An AI Inflection Point

AI-driven attacks are on 
the rise, breaches are 
costlier than ever.

Staying ahead is an 
endless battle

Outside

Increasing complexity 
Rising data, Rising alerts
Fragmented toolsets
Severe resource 
constraints

Inside Ahead

We have an opportunity:
Level the imbalanced 
battle of security

Data and AI elevating 
security



Threat Actor Outcomes 
Achieved With AI

AccessInfluenceDisruptProfit



Source: SlashNext.com

Source: TheCyberExpress.com

Source: DarkReading.com

Cyber Crime Adoption of LLMs



Modular Creation Bypassing
Case Study

AI plz write me a new infostealer malwareAI plz write me a new infostealer malware

Russian-language malware creation via ChatGPT:

converting compiled EXEs into shellcode
designing in-memory loaders
parsing browser credentials

code for obfuscation and “crypter” patterns

archive-and-ship scripts
a Telegram bot uploader 



The AI
Adversary



AI Powered Outcomes

Reconnaissance

Content Support

Weaponization

Threat Operations



Russian Extortion Campaign
Case Study

Interaction in Russian
& TTPs match historic 

Russian e-crime

Profiled victim organizations
Automated VPN endpoint reconnaissance

Created: API-driven scanning frameworks
Network enumeration & credential harvesting 
malware with defence evasion capabilities

Exfiltrated and organized stolen data
Provided operational guidance to 
expand and monetize the breach



AI-enabled        Malware

This new genre of
malware is immature, 

but
rapidly evolving



AI-enabled        Malware

Meet AI-TROJAN 



AI-enabled        Malware
LAMEHUG / PROMPTSTEAL
Python data miner queries Qwen2.5 to dynamically generate 
and execute commands for reconnaissance and data exfil. 

QUIETVAULT
JavaScript credential stealer leverages already installed 
on-host AI CLI tooling to perform credential theft. 

FRUITSHELL
Reverse shell (PowerShell) that connects to a C2.
Interestingly it has hard-coded defence evasion prompts



Lessons 
From The 
Past



Connectivity and 
access have 

dissolved hard 
perimeters

Lesson One: BYOD     BYOAI



As Bring Your Own AI 
Becomes Inevitable:

Focus on Visibility, 
Focus on Activity

Lesson One: BYOD     BYOAI



Cloud Providers Have Made 
Two Things Clear

Lesson Two: Shared Responsibility



AI Requires Dedicated Security
& Businesses Have To 
Understand The Risk

Lesson Two: Shared Responsibility



Shift Left Works Best When 
Driven By Developers

Lesson Three: DevSecOps



AISecOps Is Required:
Security Oversight, 

Builder Owned

Lesson Three: DevSecOps



Lessons 
For The 
Future



Explosive Data Growth Has 
Long Created A Security Crisis

Metrics, Events, Logs 
and Trace Data

30-35%
YoY growth of telemetry data

Petabytes (PB)

2020s

1,000,000

Terabytes (TB)

2010s

1,000

Gigabytes (GB)

2000s 10

Lesson Four: Data



Investment 
in 

Hot or 
Cold

Storage

SIEM

The Answer 
Cannot Be 
Found In 
Sources or 
SIEM

Lesson Four: Data



The Answer: 
Found In 
The Stream

Custom Data 
Pipelines

Data 
Optimization 
& Reduction

Data 
Enrichment

Data Pipeline 
Health 
Monitoring

Lesson Four: Data



37%
41%

48%
54%

43%

2021 2022 2023 2024 2025

What percentage of alerts go un-investigated every day? 
From yearly 451 Research studies

43%
of alerts go 
un-investigated
each day

Current Security Operations 
Aren’t Built To Match
Alert Scale

Lesson Five: Alert Investigation



The 
issue is 
human 
speed

The Answer Won’t Be 
Faster Tools For Any Section

Very 
Happy

Happy

Neutral

Frustrated

Very 
Frustrated

The Frustrating “Day in the life”
of a Security Analyst

Hunt & 
InvestigateTriage Respond Remediate Proactive 

Risk Mgmt

1 Hour
5+ Hour

5+ Hour 2+ Hour

Days?

Lesson Five: Alert Investigation



Activity Triggers Auto-Investigation

A True Positive Triggers Response Reasoning

Agentic AI executes Incident Containment

AI Hands Off to the Security Team

The Answer:
Machine Scale 
Demands 
Machine Speed
Autonomous 
Security 

Lesson Five: Alert Investigation



The 
SentinelOne
Advantage



In this new era, our purpose is clear

To give the advantage to those 
who secure our future.



A NEW OPERATING ADVANTAGE

Autonomous Security Intelligence
The intelligent framework powering detection, automation, and response.

AI That Elevates 
and Empowers Teams

Human
Amplification

Intuitive
By Design
Designed to Elevate 
Analyst Effectiveness

Autonomous
Security
AI-Native Protection 
Across the Enterprise



Autonomous Security Intelligence
The intelligent framework powering detection, automation, and response.

FOR

Business 
Innovation

Enable safe adoption 
of AI without slowing 
the business

FOR

Security 
Operations

Shift from manual triage 
to autonomous response.

FOR

Security 
Programs

Increased confidence
and reduced risk

A NEW OPERATING ADVANTAGE





Delivering Value Across The Enterprise

Security outcomes aligned to business performance

Maximize the 
Effectiveness of 
Security Operations

Agentic AI & Automation 
with Purple, Hyperautomation, 
and AI SIEM

Complete Protection, 
Visibility, and Control

Stay ahead of threats. 
Stop attacks. 
Restore operations.

Enable Business Growth 
and Innovation Safety

AI Security for the entire 
AI Lifecycle. Infrastructure, 
runtime, and data

A NEW OPERATING ADVANTAGE



Evolving Your SOC

People

Security Analysts

Incident Responders

Threat Hunters

SOC Managers

L3 Security Analysts

SOC Managers

Threat Modeling

Cloud SOC Analysts

AI/ML Experts

Compliance Frameworks

Playbooks IR Procedures 

Process 
Automated 
Playbooks

Auto Triage & 
Investigation

Zero Trust
Architecture

Proactive 
Threat Hunting

SIEM

SOAR

EDR / XDR

Threat Intel

Case Management

Technology

AI SIEM

Hyper Automation

Agentic AI

AI Created Threat Intel

Anomaly and ML Detections



Secure
Tomorrow

Your Partner

TodayEndpointIdentityDataAICloud



Thank you

chris.hosking@sentinelone.com
Chris Hosking
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AI innovation requires 
security at the core
Amir Akhtar, Channel Director, Orca

Andy Rock, Solution Architect, Integrity360

Breakout session

Beyond human speed: 
Agentic security against 

real adversaries
Laurie Mercer, Senior Director of Sales 

Engineering, HackerOne

Ellis Reed, Solutions Architect, Integrity360

Main stage Presidents suite



© Orca Security. All rights reserved.

Scaling AI Innovation requires Security at the 
Core



Of organisations globally now 

use AI in at least one business 

function  

78%
of organisations deploying their 

own AI models to build custom 

applications.

56%
Of AI workload activity and 

model deployments are are 

based on Public Cloud 

environments 

50-70%

Scaling AI through Cloud

Current state of adoption 

gartner.com/en/digital-markets/insights/ai-software-trends



Shadow AI 
Services, Models 

& Agents 

AI connected to 
sensitive data 

sources 

AI 
permissions, 
identities & 

access

AI actions 
across cloud 

infrastructure

AI changes the Risk Model 

Expanding AI-Driven Attack Surface 



Command your cloud with Orca to Identify, Prioritize, and Remediate risks  

Thank you



Lunch & networking



Welcome back



#SecurityFirst2026

Client case study:

Mary O’Connor
CIO, ESB

Richard Ford
CTO, Integrity360

Building a security culture 
that can thrive with AI 



#SecurityFirst2026

An Nguyen

Managing Director - OT, 
Integrity360

Paul-Arnaud Wernert

Director of Consulting & 
Services - OT, Integrity360

Katie McCarthy

Cybersecurity Senior 
Manager, Uisce Éireann

Nicole Wong

Principal Cyber Analyst
Consultant, Darktrace

Keeping the lights on: Defending CPS & 
Critical Infrastructure in the AI era
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Mind your attack gap
Across Identity, Network, Cloud, 
and Endpoint Security

Niall Errity
Director – Professional Services, Vectra

Let’s connect!



MODERN NETWORK = HYBRID NETWORK

Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity



HYBRID NETWORK = HYBRID ATTACKS

Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity



Attackers move on the network with an identity…

PROTECTING HYBRID NETWORKS FROM ATTACKS IS HARD

Disrupt

Steal

Extort

Attacker Means: 
Identity

compromise accounts

Attacker Opportunity: 
Network

Live and move in the gaps

Attacker Motive: 
Breach

circumvent controls 

Network 
Identity

Cloud Identity

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 



EACH STEP LOOKS LEGITIMATE ON ITS OWN

VALID CREDENTIALS – NORMAL TOOLS – EXPECTED TRAFFIC

Initial Access Lateral 
Movement

Privilege 
Abuse Persistence Impact



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THINKING LIKE AN ATTACKER



Internet

Private Cloud

Data Center

Cloud Infrastructure
Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud Identity

Network 
Identity

INITIAL ACCESS

Attackers exploit your 
vulnerabilities to get 
in… anywhere within 
your hybrid network.



VULNERABILITIES EXPLOITED BY ATTACKERS

• Zero-day/CVE
• Misconfigurations
• Supply Chain compromise
• Unmanaged devices

Technical vulnerabilities People & Identity
• Social Engineering
• Insider Threats
• Account takeover
• Leaked credentials



ZERO-DAYS

Source: BlackBasta Leaked ChatLogs
Source: Shodan.io



1 point = 1 transaction

INTELBROKER: INITIAL ACCESS BROKER & BREACHFORUM ADMIN



KAI WEST, ALIAS 
“INTELBROKER”, 
ARRESTED



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhDSource: databreaches.net



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

Source: Google





INSIDERS RECRUITMENT

Source: SLSH’s Telegram
Source: BBC



I rat employees at 
home via 
spearphishing and 
spearmishing and use 
their work laptops, 
that’s how I hack 
MSP’s.

Sometimes I rat their 
spouse which can be 
easier, then pivot to 
them. 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

THE SNOWFLAKE SUPPLY CHAIN ATTACK

Source: Mandiant



Delivery

HOW INFOSTEALERS WORK

Phishing email

Malvertising

Malicious or 
compromised 

Website

Infected 
software

User 
downloads
infostealer 
malware

Infostealer 
steals 

credentials, 
browser 

history and 
system 

information

Attackers 
consolidate 
stolen creds 
in lists they 
can sell on 

dark markets

Data collection Data exfiltration Data Distribution

Attackers 
exfiltrate the 

logs 
(FTP, API, file sharing 

website)



Once they find a way 
in, they:

1. Establish
persistence & 
foothold

2. Set up Command 
and Control

PERSISTENCE

Internet

Private Cloud

Data Center

Cloud Infrastructure
Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud Identity

Network 
Identity



HIDDEN VIRTUAL NETWORK COMPUTING

Victim’s screen

Attacker’s screen



CODE SIGNING SPOOFING

надо было сделать другой крипт тогда
который обойдет другой софос

ев сертами подписывай файлы после крипта тогда
я тебе выдам скоро

что бы легетивный был крипт по макс

We should have made a different crypter then
that would bypass the other Sophos

Sign the files with EV certificates after encryption.
I will give it to you soon.

So that the crypt will look legitimate.

Source: BlackBasta Leaked ChatLogs



EDR KILLERS



SNOWFLAKE’S VICTIMS REPORTED 
HAVING DETECTED AND REMOVED THE ATTACKER 

FROM THEIR SNOWFLAKE INSTANCES, 

YET 

HE HAD NO TROUBLE GETTING BACK INTO THEM.



EXPLOITING TOKENS

I can still run 
commands 
because I have the 
‘masterToken’ for 
every account 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD



Internet

Private Cloud

Data Center

Cloud Infrastructure
Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud Identity

Network 
Identity

1. Attacker finds 
more credentials 
to move laterally 
across your 
entire modern 
network

2. Finds your data 
and exfiltrate it

3. Launches 
Ransomware 
(optional)

LATERAL 
MOVEMENT



EXPLOITING EXISTING TOOLS

1. Built-in admin tools (living off the land)
(e.g. PowerShell, WMI, scheduled tasks…)

2. Centralized access platforms 
(e.g. Teleport, Tailscale…)

3. AI connected to business systems
(e.g. LLM copilots, chatbots, automation)



SEPTEMBER 2025: 
SALESFORCE BREACH

Scattered Lapsus$ Hunters 
exploited AI-chatbot integration 
to get access to Salesforce 
instances.



AUTONOMOUS AI AGENTS WILL 
COMPRESS THE ATTACK TIMELINE





DARKWEB MARKETPLACES FOR AI-AGENTS



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THE ADVANTAGE AI + HUMANS: 

NO SINGLE TOOL SEES THE WHOLE 
ATTACK, BUT TOGETHER WE CAN.



VISIT US 
OUTSIDE

Ben Logan Darren Hall Jaime Buelta Niall Errity



THANK YOU!





Thank you

nerrity@vectra.ai
Niall Errity



#SecurityFirst2026

Brian Martin
Director of Product 

Management, 
Integrity360

Paul Coakley
Head of Cyber Protection, 

Permanent TSB

Enda Kyne
Chief Technology & 

Operations Officer, FBD 
Insurance

Diarmaid Scanlan
Regional Sales Manager, 

Netskope

Jon Martin
Channel Lead EMEA, 

Silverfort

Networks without borders: Trust 
nothing, verify everything 



Comfort break

FEEDBACK



Welcome back

FEEDBACK



#SecurityFirst2026

Q-Day and beyond: 
Building resilience for the 
Quantum age 

Francis Gorman
Head of Security COE, Bank of Ireland

Richard Ford
CTO, Integrity360

SUBCRIBE



Conference wrap up

FEEDBACK



Interval



#SecurityFirst2026

Q&A with special 
guest: Neil Delamere
Neil Delamere
One of Ireland’s best-known stand-up comedians

Loman McCaffrey
Director of Business Development, Integrity360



Thank you

FEEDBACK



#SecurityFirst2026



Please join us for 
our drinks reception
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