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Resilience & Human-AI 
Era…

…What’s the relevance?

We are at a pivotal 
moment for security… 

…not just security. For the 
human race.



Sound crazy?











Rapid AI 
Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

“AI is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”





Is it all about AI?



600,000

NCSC managed 204 significant or highly 
significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025



Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

“…..cyberattacks to minimise business 
disruption from cyber incidents.”

“The ability to ….



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. AI Risk Visibility





AI Security – New Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

1. Secure Use of 
AI

3. Secure 
against AI



AI-First Organisations “Security Tax” 

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

AI-First Organisations
• AI directly exploited in 44% 

of incidents (vs 6%)

• Take 80 days longer to 
recover from incidents

• Incidents cost 135% more

• Have 31% higher Shadow AI
Source: Fastly Global Security Report 2026

1. Secure Use of 
AI





AI Scales Exposure Discovery

• As of February 2026, XBOW ranked as the 
#1 hacker on the HackerOne US leaderboard

• In a 90-day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

• In head-to-head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen-tester 40 hours

An autonomous AI-driven penetration testing 
platform



AI Scales Exposure Discovery – AN UPDATE



Human vs Agentic attackers

Vs

Traditional (Human-led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time 100’s of targets simultaneously

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting



AI Reduces barrier to entry - “vibe-coded” Copycat Cybercrime

AI & open-source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fueling
copycats



Model Context Protocol

AI Expands the Attack Surface



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
execute directly on the host’s OS, 
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
1,000’s of API keys. 



AI Powers Automated Mass Vishing

https://blog.eclecticiq.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

• Uses VoIP based calling 
services for vishing operations

• Abuses legitimate AI-powered 
voice call platforms 

• Automating social engineering 
calls at scale

• AI-driven social engineering 
agents adjust narratives and 
tactics in real time

• Attackers configure voice 
styles including gender and 
regional accents

• Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records 20m+ records



AI Enables Exploit of Poor Cyber Hygiene at Scale

• Cybercriminals armed with off-the-
shelf generative AI tools 

• Compromised more than 600 
internet-exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber-
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls


What’s next, where to?

Soon?Not that 
long ago

Now



2. Human-AI Collaboration



Human in the loop

AI Analyst Human Analyst

Alert Handling
Triage, Prioritisation, Noise Reduction 

Alert Handling
Validating prioritisation, applying business 
context, escalation & response strategy

Analyst Assistant
Natural Language Investigation Support, Guided 
Investigation Paths

Analyst Assistant
Reduced Cognitive Load, Extended Skillset 

Response
Execute low-risk, time-bound and reversible 
actions. Recommends other actions

Response
Reviews and approves actions

Proactive Security
Help defenders move left of boom

Proactive Security
Decide what risk is, balance security with 
operational friction



What is AI not good at?

“AI can detect anomalies — it cannot decide what level of risk the business is willing to accept.”

Novel attacks with no 
precedence 

Low & slow insider threats Highly contextual decisions

What is AI not good at (yet)?



3. Post-quantum 
cryptography





4. Third Party Risk



Employees 
Misusing 

Public AI tools 

Internal AI Agents 
connecting to  

external services

3rd party 
apps infused 

with AI

3rd party 
providers using 

AI

3rd party 
Applications 
developed 

insecurely with AI

AI Supply 
chain risks



Bringing Third-Party Cyber Risk Management to Cyber Resilience

Planning Testing

 Disaster Scenarios

 Roles and Responsibilities

 Key contacts and comms 
channels

 Architect to meet recovery 
objectives

 Prioritise critical tiers

 Cadence – annual/biannual

 Scope based on risk priorities

 Roles and Responsibilities

 Findings and 
Recommendations

44%

Of organisations 
don’t consider third 
parties when 
conducting business 
continuity exercises



Managing Third Party AI Risk

Visibility & Contracts
Gain visibility and strengthen 

contractual requirements 
regarding how third parties are 

using AI

Controls
Update TPRM frameworks to 

include AI-specific controls

Monitoring
Adopt continuous monitoring 
instead of annual risk reviews

Dependencies
Manage fourth-party and 
concentration risk amplified by AI

Innovation
Balance innovation with 
oversight—not blocking AI, but 
governing it

Regulations
Stay ahead of regulations —
third-party AI use is becoming 
a compliance obligation



Use how AI is Transforming 3rd Party Risk Management

Predictive 
Risk 

Monitoring

Automation & 
Efficiency

Extended 
Ecosystem 
Visibility



5. Recovery and Continuity



Cybersecurity:

“We must prevent 
breaches from 
happening”

Cyber threats

Cyber attacks

Cyber breaches



Embed Business Impact Assessment as the Foundation of Cyber Resilience

“…to focus protection on critical 
business processes and assets, 
rather than pursuing blanket 
coverage.”

Source: Gartner - Unlock Cyber Resilience: Build Your Program on BIA Foundations
Maximum Tolerable 
Downtime (MTD)

Mean Time to 
Recover (MTTR)

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)

Key Metrics





Rapid Detection

Data Protection and 
Backup Integrity

Human + Machine Synergy Automated Containment 
and Recovery 

Securing and Governing AI Systems

Assume Compromise and 
Design for Rapid Restoration 

and Continuity

Top Considerations how AI impacts recovery and continuity



From Resilience to Antifragility in the 
Human-AI era

Agile

Resilient

• Reacts
• Adapts

• Sustains
• Maintains

Antifragile

Fragile
• Suffers
• Fails

• Benefits
• Grows

• Recognise upside
• Seize opportunities
• Enhance detections
• Improve playbooks
• Embrace disruption
• Prioritise agility
• Positive mindset



Cyber Resilience:

Surviving and 
becoming stronger

Anticipate Withstand

Recover 
from Adapt to

Cyber threats

Cyber attacks

Cyber breaches



Conclusion

Resilience Redefined in the 
Human-AI Era is…(cue drumroll)



5 Key Factors redefining resilience in the Human-AI era

Human-AI Collaboration

Third Party Risk

Post-Quantum 
CryptographyRecovery and 

Continuity

Threat Visibility. 

Anticipate Withstand

Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity and get stronger”

“The continuously improving ability to….

Anticipate Withstand Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

Anticipate Withstand

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity, and get ever-stronger”

“The continuously improving ability to….

Recover from Adapt to



Thank you

Richard.ford@integrity360.com
Richard Ford

Brian.martin@integrity360.com
Brian Martin
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AI, Exploits & Exposure:
Lessons Learned from 2025

Sean Howell
Managing Director at Redshift Cyber Security 
- an Integrity360 company
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#SecurityFirst2026

Agenda

• South African Threat Landscape

• How AI Vulnerabilities Emerge

• Weaponization of AI Agents in Fraud

• AI Exploit Scenarios

• Mitigations and Solutions
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SA Threat Landscape

• AI in South Africa
• Assisted Customer Journeys
• Agent Based Workflows
• Fintech Apps
• Fraud Detection
• Credit Scoring and Lending
• Customer Service Automation
• Coding

• Weaponization of AI Agents, Claude 2025
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RAG and MCP
How AI/LLM Vulnerabilities Emerge

• Retrieval-Augmented Generation (RAG)
• Fetches data to enhance responses
• LLM + Search + Your Data

• Model Context Protocol (MCP)
• Enables interaction with the world (APIs, 

databases)
• Calls APIs, Sends Emails, Triggers 

Workflow
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LLM Exploit Techniques
How AI/LLM Vulnerabilities Emerge

• Manipulated chat history

• Cross-Session Leak

• Indirect Prompt Injection via Web Content

• Debug Access

• Injected Variables

• SSRF

• Memory Poisoning

• Broken Function Level Authorization (BLFA)

• System Prompt

• RAG Poisoning

• RBAC

• Reasoning DoS

• Shell Injection

• SQL Injection

• Tool Discovery (APIs)

• Broken Object Level Authorisation
(BOLA)

• MCP Plugin

There is a lot that can go wrong
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How to make a Molotov Cocktail
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ASCII Smuggling and AI Assisted Software Development
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ASCII Smuggling
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RAG Poisoning

• Direct Injection
• Context Manipulation
• Retrieval Hijacking
• Data Extraction
• Prompt Leakage

The LLM treats retrieved content as authoritative, and that
content may occupy a privileged position
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Case Study 1 – Customer Onboarding and AI Chatbots

• Onboarding Journeys simplified or 
enabled by chatbots

• Cross-session leakage

• API access

Prompt injection allows control of the 
agent
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Case Study 2 – RAG Exploitation in a Fintech Application

• Context Injection
• RAG/Data Poisoning
• Over-Privileged Agents
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Case Study 3 – Data ETL and Automated Workflow

• Multiple data sources
• Data manipulation
• Data stores

Tool Abuse – AI Agents are 
the new Insider Threat
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Hijack and 
Compromise 

Agents

Supply Chain Attacks

New Entry Points 
into the Network

Data Compromise 
and Exfiltration

Exploitation at Scale

We don’t need the 
human element

More Privilege 
Escalation

Lateral Movement 
Opportunities

A Red Team Perspective on AI
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What are we testing for now?

• Prompt injection
• Agent hijacking
• A whole new attack surface
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Don’t Avoid Solving the Problem

Constrain the Agent

Protect the Agent Supply Chain

Treat Inputs as Hostile

Add Human Friction

Secure the Tools and APIs

Monitor Agent Behavior

Update how we Test and Audit

Mitigations and Solutions
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Closing Thoughts

AI is the new insider threat

If an adversary can influence the AI, they 
inherit its privileges

We’re no longer securing systems



Thank you

seanhowell@redshiftcybersecurity.co.za
Sean Howell
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Beyond the Perimeter: 
Winning the Identity 
War in the Age of AI-
Powered Attacks
Ezzeldin Hussei
Regional Senior Director - Solutions Engineering, 
SentinelOne



Ezzeldin Hussein
Senior Director - Solutions Engineering
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Martin Potgieter

Regional CTO,   
Integrity360

Robin Carolissen

Information Security Lead, 
Clicks Group

Jonathan Nel

Founder, FlowIQ | Systems, 
Product & Innovation 

Asterico Adams

Head of Information 
Technology Operations, 

Direct Axis

Client Panel: Building a security             
culture that can thrive with AI 
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Beyond Awareness: 
Human-Centric Cloud 
Security in the Age of AI
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SVP Content Strategy & CISO Advisor, 
KnowBe4 Africa
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Human Suscebtibility Factors

106

Cognitive `
Psychological 

Behavioural Situational Demographic

Attack 
Sophistication Other?



© 2025 KnowBe4, Inc. All rights reserved. 

3 Phishing Stats I found interesting

107

15% 59% 38%



Attacks That Bypass Signature and Reputation-Based Detection

+604%
Legitimate Platforms 
(YoY)

Real domain and real 
branding

59%
Compromised Account

Sender IS real

32%
Polymorphic Campaigns

Each Email is 
unique

63%
Obfuscated Emails

HTML smuggling 
hides payload



© 2025 KnowBe4, Inc. All rights reserved. 

Sophistication: Hyper Personalised

109

● Known sender 
● Analyze how we communicate
● Seemingly “random” details



When Email Becomes A Phone Call

110



© 2025 KnowBe4, Inc. All rights reserved. 111

Note the manipulation tactics: 

The cybercriminal increases the 
urgency with every single sentence.



© 2025 KnowBe4, Inc. All rights reserved. 

Attacking the machine directly

112

What the victim sees What the machine sees



Human and Agent Risk Management

Accident

Attack

Human Agent

Social Engineering
• Phishing
• BEC
• deepfakes,
• pretexting

Manipulation
• Prompt injection
• context poisoning
• indirect manipulation

Error
• Misdelivery
• oversharing
• misconfiguration

Reliability
• Hallucination
• scope creep
• replication at scale



© 2025 KnowBe4, Inc. All rights reserved. 

The Accident Math is Changing

114114© 2026 KnowBe4, Inc. All rights reserved. 

Need “Kill Switches” and “Contextual Guardrails”



“If your agent’s job is to make ice cream, it 
shouldn’t be able to ask for a machine 

gun.”
- Mark Patton, CTO, KnowBe4



‘Zero-Trust’ means not trusting anything by default 

and verifying everything

Applied to humans it calls for:

• A healthy dose of skepticism 

• Pause before reacting 

• Verify and engage intentionally 

Zero Trust Mindset 

https://csrc.nist.gov/pubs/pd/2020/03/17/implementing-a-zero-trust-architecture/ipd
https://csrc.nist.gov/pubs/pd/2020/03/17/implementing-a-zero-trust-architecture/ipd
https://csrc.nist.gov/pubs/pd/2020/03/17/implementing-a-zero-trust-architecture/ipd




Cognitive Defense

• Human intelligence + AI / tech 
• Habit based zero trust

Finnland, Ukraine,Taiwan: 
Cognitive security is a national 
defense priority not just 
a tech issue.

•



© 2025 KnowBe4, Inc. All rights reserved. 

Predictions

Threats will 
evolve

AI will be a 
major target

Holistic appoach 
of People + AI



© 2025 KnowBe4, Inc. All rights reserved. 

Volume 6 is out!! 
Download our latest report for more in-depth analysis on 
all the TTPs and IoCs, we’ve tracked over the last 6 
months!  

120
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SVP Content Strategy 
and CISO Advisor 
KnowBe4 Africa 

Anna Collard

Thank You! 



Lunch & networking
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Mind your attack gap
Across Identity, Network, Cloud, 
and Endpoint Security

Lucie Cardiet
Cyberthreat Research Manager, Vectra



CONFIDENTIAL

MIND YOUR ATTACK 
GAPS
Across Identity, Network, Cloud, and 
Endpoint Security

Lucie CARDIET
Cyberthreat Research Manager



THE MODERN ENTERPRISE ENVIRONMENT
DISTRIBUTED. INTERCONNECTED. FRAGMENTED.

EXECUTION ENVIRONMENTS

Data Center Cloud infrastructure SaaS Apps IoT/OT Remote / Endpoints

BUSINESS-CRITICAL DATA

SaaS Data Cloud Data / Workloads On-prem Data

IDENTITY = ACCESS TO EVERYTHING

Employees Privileges accounts Service accounts / APIs

< / >

Workloads



EXECUTION ENVIRONMENTS

Data Center Cloud infrastructure SaaS Apps IoT/OT Remote / Endpoints

BUSINESS-CRITICAL DATA

SaaS Data Cloud Data / Workloads On-prem Data

IDENTITY = ACCESS TO EVERYTHING

Employees Privileges accounts Service accounts / APIs

< / >

Workloads

DETECTION GAPS IN MODERN ENTERPRISE ENVIRONMENTS

1. NOTHING LOOKS WRONG

2. AUTHENTICATION SUCCEEDS

3. MOVEMENT ISN’T VISIBLE



EACH STEP LOOKS LEGITIMATE ON ITS OWN

INITIAL 
ACCESS

Login with 
valid credentials

Looks like:
A normal 
sign-in

LATERAL 
MOVEMENT

Access another system 
using existing 
permissions

Looks like:
A legitimate access 

request

PRIVILEGE
ABUSE

Request or inherit
higher access

Looks like:
A role or permission 

change

PERSISTENCE

Create tokens, 
sessions, or trusted 

access

Looks like:
A common security 

configuration

IMPACT

Access and 
exfiltrate data

Looks like:
Expected network 

or API traffic

VALID CREDENTIALS – NORMAL TOOLS – EXPECTED TRAFFIC



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THINKING LIKE AN ATTACKER



THE 2026 ATTACKER’S PLAYBOOK

 No exploit required
→ Controls are bypassed, not broken

 Valid credentials
→ Identity becomes the attack surface

 Existing paths
→ Your architecture enables movement



INITIAL ACCESS

ATTACKERS DON’T BREAK IN. 
THEY LOG IN. 



PEOPLE & IDENTITIESTECHNICAL VULNERABILITIES

THE LOWEST FRICTION PATH IS IDENTITY

HIGH ATTENTION - LOW FREQUENCY LOW FRICTION - HIGH SUCCESS RATE

Exploitable vulnerabilities (CVE, unpatched systems)

Misconfigurations & excessive access
Third-party / supply chain exposure
Unmanaged assets & shadow IT

Stolen credentials (phishing, leaks, infostealers)

Account compromise (takeover, token/session abuse)

Trusted access misuse (insiders, compromised contractors)



ACCESS IS PRODUCED, PACKAGED, AND SOLD

IF ACCESS EXISTS, IT WILL BE MONETIZED

Credential harvesters
→ Sell credentials, cookies, tokens

Zero-day brokers
→ Sell zero-day exploits

Initial Access Brokers
→ Sell ready-to-use footholds

Insider access providers
→ Recruit insiders and sell their access

Supply chain access brokers
→ Sell indirect trusted access paths get accessed

…



ZERO-DAYS ARE NOT COMPLEX ANYMORE. THEY’RE PACKAGED.

Source: BlackBasta
Leaked ChatLogs

COMPLEXITY IS ABSTRACTED AWAY FROM THE ATTACKER

Exploits are sold with:

documentation

targeting guidance

Shodan queries

→ From exploit to target in minutes



Source: databreaches.net

SOME ACCESS IS JUST… THERE

NO EXPLOIT, NO MALWARE, NO ALERT

DC Healthlink was one of my 
biggest hacks, and it wasn’t 
even a hack. It was out in the 
open. 

There wasn’t anything 
complicated about it, it was just 
a public bucket. 

Completely open.

IntelBroker

Quote source: Grey Area - Dark Web Data And The Future of OSINT – Vinny Troia, PhD



Source: Google

INTELBROKER “LITERALLY GOOGLE DORKED TO FIND IT”

RISK CREATED BY MISCONFIGURATION



Source: BreachForum



Source: SLSH’s Telegram

INSIDER RISK IS INVISIBLE BY DESIGN

Insider activity looks legitimate
valid user

correct access

normal tools

DETECTION REQUIRES BEHAVIOR, NOT RULES



Quote source: Grey Area - Dark Web Data And 
The Future of OSINT – Vinny Troia, PhD

SUPPLY CHAIN STARTS WITH IDENTITY

Source: Mandiant

THIRD-PARTY BECOMES YOUR ENTRY POINT

I rat employees at home via 
spearphishing and 
spearmishing and use their 
work laptops, that’s how I hack 
MSP’s.

Sometimes I rat their spouse 
which can be easier, then pivot 
to them. 

Ellyel8



INFOSTEALERS: CREDENTIAL THEFT AT INDUSTRIAL SCALE

Millions of credentials harvested 
continuously

Sold and reused across targets

Enables immediate access 
without interaction

THIS IS NOT TARGETED. IT’S AUTOMATED.



COMPROMISE THE MAINTAINER, NOT THE SYSTEM

1. Starts with social engineering

2. Maintainer’s identity is compromised

3. Malicious code runs during a normal 
install 

4. Attacker pivots using legitimate access

AUTHENTICATION SUCCEEDS. SECURITY FAILS.



SNOWFLAKE CUSTOMERS REMOVED THE ATTACKER

YET 

HE HAD NO TROUBLE GETTING BACK IN.



PERSISTENCE

CONTROL THAT OUTLIVES REMEDIATION



Accounts

PERSISTENCE: CONTROL THAT OUTLIVES REMEDIATION

ACCESS SURVIVES
Reboots, resets, and 
password changes.

Tokens Services Cloud 
integrations

Remote 
Access

RE-ENTRY IS SILENT
No new exploit, no 
noisy indicators.

DETECTION FALLS 
BEHIND
Happens in minutes.

YOU REMOVE THE THREAT, THE ACCESS REMAINS.



PERSISTENCE LIVES IN TOKENS, NOT MALWARE

IF TOKENS AREN’T MONITORED, ACCESS IS PERMANENT

Quote source: Grey Area - Dark Web Data And The Future of OSINT – Vinny Troia, PhD

I can still run commands because I have 
the ‘masterToken’ for every account 

Ellyel8

Tokens bypass authentication controls

No password, no MFA challenge

Often long-lived and invisible



ATTACKERS OPERATE INSIDE LEGITIMATE SESSIONS

User session (trusted)

Attacker session (hidden)

NO NEW LOGIN. NO SIGNAL. NO ALERT.

No new login events 

No suspicious authentication 

Activity appears user-driven



ABUSING TRUST TO MAINTAIN ACCESS

Quote source: BlackBasta Leaked ChatLogs

SECURITY TOOLS TRUST WHAT ATTACKERS CONTROL

We should have made a different 
crypter that would bypass the other 
Sophos.

Sign the files with EV certificates 
after encryption.
I will give it to you soon.
So that the crypt will look legitimate.

Usernamegg
(BlackBasta operator)

Signed binaries bypass controls 

Execution looks legitimate 

Persistence hides in trusted processes



PERSISTENCE INCLUDES NEUTRALIZING DETECTION

Source: GitHub

Types of techniques attackers use:

Break the startup sequence – the EDR 
never gets a chance to start.

Abuse protected processes from the 
kernel to kill it.

Kill the drivers to operate without 
triggering it.



LATERAL MOVEMENT

MOVEMENT DOESN’T LOOK 
LIKE AN ATTACK.



LATERAL MOVEMENT DOESN’T LOOK LIKE AN ATTACK

Reuse legitimate identities to access 
new systems

Move across cloud, SaaS, and 
endpoints without triggering controls

Use built-in tools already trusted in your 
environment

Operate through automation that acts 
on behalf of users



LATERAL MOVEMENT THROUGH TRUSTED INTEGRATIONS

Attackers abused integrations already connected 
to Salesforce

Access appeared legitimate

Movement followed normal application behavior

Tokens enabled continued access across 
connected systems



AI IS ACCELERATING ATTACKER MOVEMENT

Agents use existing access

Automation replaces exploits



Credentials are no longer stolen

AI IS ACCELERATING ATTACKER MOVEMENT

They’re exposed by the systems we trust



DARKWEB MARKETPLACES FOR AI-AGENTS



MOST ATTACKERS AREN’T DEFEATING 
YOUR TECH. THEY’RE AVOIDING IT.

Because:

Identity, cloud, and network signals are disconnected

Each tool sees a fragment of the attack

No one correlates attacker behavior across domains



NO SINGLE TOOL SEES THE WHOLE ATTACK, BUT TOGETHER WE 
CAN.

SEE EARLIER. PRIORITIZE SMARTER. RESPOND FASTER.

Finds patterns across huge 
volumes of data at machine 

speed.

Bring context, intuition, and 
decision-making that AI can’t 

replicate.

Correlates signals across 
identity, network, cloud, and 

endpoints.

AI HUMANS VECTRA AI
PLATFORM



THANK YOU!



Thank you

lcardiet@vectra.ai
Lucie Cardiet
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Networks without borders: Trust 
nothing, verify everything 
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Hacker vs AI: Outsmarting 
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