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09:30 Welcome & opening
Estelle Desvaux de Marigny, High Corporate         
Master of Ceremonies

09:50 Resilience redefined: Securing the human-AI era
Integrity360

11:30 Comfort break

16:45 Drinks reception

14:40 Panel: Networks without borders: Trust nothing, verify 
everything
Integrity360 | Netskope

Refreshment break15:05

15:30 Fireside Chat: Q-day & beyond – Building resilience 
for the Quantum age
Integrity360

16:40 Wrap up

Guest speaker: Securing the Human–AI Workforce 
with Christine Gordon-Bennett

15:55

10:40 AI, Exploits & Exposure: Lessons Learned from 2025
Redshift Cyber Security - an Integrity360 company

09:40 Welcome by regional lead
Chad Bartlett, Director of Strategic Partnerships -
Sales, Integrity360

11:05 Cyber Resilience in Action: Local Lessons from Real 
Incidents
Integrity360 | Elysiumsecurity Ltd | ER Group | Swan | 
BankOne

11:55 Beyond the Perimeter: Winning the Identity War in 
the Age of AI-Powered Attacks
SentinelOne

12:15 Panel: Keeping the Lights On: Defending CPS and 
Critical Infrastructure in the AI Era
Integrity360 | SentinelOne

12:45 Client panel: Building a security culture that thrives 
with AI
Integrity360 | RAW IT Services | CyberSeia | BDO 

13:10 Lunch

14:10 Panel: AI in the SOC: Turning intelligence into 
resilience
Integrity360 | Darktrace | MAU Ltd | Lottotech
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Got questions 
throughout the day?
Scan this QR code — we will get 
back to you promptly
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Chad Bartlett
Integrity360

Welcome by regional lead
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Mauritius Cyber Sunsets Community 

(Launched 13th May 2022 – 4 years ago to the day!) 
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Stay with us for a taste of the Cyber Sunsets later...



Discipline + Focus = Resilience

Discipline equals freedom Discipline is the foundation of 
mastery and self-control.

Focus is under constant attack –
Attention is the asset. Discipline equals freedom
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Resilience Redefined:
Securing the Human-AI Era

Richard Ford
CTO

Brian Martin
Director of Product Management



Resilience & Human-AI 
Era…

…What’s the relevance?

We are at a pivotal 
moment for security… 

…not just security. For the 
human race.



Sound crazy?











Rapid AI 
Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

“AI is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”





Is it all about AI?



600,000

NCSC managed 204 significant or highly 
significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025



Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

“…..cyberattacks to minimise business 
disruption from cyber incidents.”

“The ability to ….



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. AI Risk Visibility





AI Security – New Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

1. Secure Use of 
AI

3. Secure 
against AI



AI Security – New Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own AI

1. Secure Use of AI

3. Secure against AI

• Data Leakages
• Privacy violations
• Policy violations
• IP Infringements
• DevOps AI usage security
• Hallucinations
• Shadow AI
• Cost Control

• Data poisoning
• Prompt injection
• Data exfiltration
• Illicit access
• Excessive 

consumption
• Agent compromise
• MCP security

• Enhanced Phishing
• Deepfakes
• AI-assisted malware 

development
• Polymorphic AI malware
• Agentic AI-led 

autonomous attack



Secure against AI



AI Scales Exposure Discovery

• As of February 2026, XBOW ranked as the 
#1 hacker on the HackerOne US leaderboard

• In a 90-day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

• In head-to-head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen-tester 40 hours

An autonomous AI-driven penetration testing 
platform

Secure against AI



AI Scales Exposure Discovery – AN UPDATE

Secure against AI



Human vs Agentic attackers

Vs

Traditional (Human-led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time 100’s of targets simultaneously

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting

Secure against AI



AI Reduces barrier to entry - “vibe-coded” Copycat Cybercrime

AI & open-source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fuelling 
copycats

Secure against AI



Model Context Protocol

AI Expands the Attack SurfaceSecure own AI



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
execute directly on the host’s OS, 
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
1,000’s of API keys. 

Secure own AI



AI Powers Automated Mass Vishing

https://blog.eclecticiq.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

• Uses VoIP based calling 
services for vishing operations

• Abuses legitimate AI-powered 
voice call platforms 

• Automating social engineering 
calls at scale

• AI-driven social engineering 
agents adjust narratives and 
tactics in real time

• Attackers configure voice 
styles including gender and 
regional accents

• Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records 20m+ records

Secure against AI



AI Enables Exploit of Poor Cyber Hygiene at Scale

• Cybercriminals armed with off-the-
shelf generative AI tools 

• Compromised more than 600 
internet-exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber-
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

Secure against AI

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls


What’s next, where to?

Soon?Not that 
long ago

Now



2. Human-AI Collaboration



Human in the loop

AI Analyst Human Analyst

Alert Handling
Triage, Prioritisation, Noise Reduction 

Alert Handling
Validating prioritisation, applying business 
context, escalation & response strategy

Analyst Assistant
Natural Language Investigation Support, Guided 
Investigation Paths

Analyst Assistant
Reduced Cognitive Load, Extended Skillset 

Response
Execute low-risk, time-bound and reversible 
actions. Recommends other actions

Response
Reviews and approves actions

Proactive Security
Help defenders move left of boom

Proactive Security
Decide what risk is, balance security with 
operational friction



What is AI not good at?

“AI can detect anomalies — it cannot decide what level of risk the business is willing to accept.”

Novel attacks with no 
precedence 

Low & slow insider threats Highly contextual decisions

What is AI not good at (yet)?



3. Post-quantum 
cryptography





4. Third Party Risk



Employees 
Misusing 

Public AI tools 

Internal AI Agents 
connecting to  

external services

3rd party 
apps infused 

with AI

3rd party 
providers using 

AI

3rd party 
Applications 
developed 

insecurely with AI

AI Supply 
chain risks



Bringing Third-Party Cyber Risk Management to Cyber Resilience

Planning Testing

 Disaster Scenarios

 Roles and Responsibilities

 Key contacts and comms 
channels

 Architect to meet recovery 
objectives

 Prioritise critical tiers

 Cadence – annual/biannual

 Scope based on risk priorities

 Roles and Responsibilities

 Findings and 
Recommendations

44%

Of organisations 
don’t consider third 
parties when 
conducting business 
continuity exercises



Managing Third Party AI Risk

Visibility & Contracts
Gain visibility and strengthen 

contractual requirements 
regarding how third parties are 

using AI

Controls
Update TPRM frameworks to 

include AI-specific controls

Monitoring
Adopt continuous monitoring 
instead of annual risk reviews

Dependencies
Manage fourth-party and 
concentration risk amplified by AI

Innovation
Balance innovation with 
oversight—not blocking AI, but 
governing it

Regulations
Stay ahead of regulations —
third-party AI use is becoming 
a compliance obligation



Use how AI is Transforming 3rd Party Risk Management

Predictive 
Risk 

Monitoring

Automation & 
Efficiency

Extended 
Ecosystem 
Visibility



5. Recovery and Continuity



Cybersecurity:

“We must prevent 
breaches from 
happening”

Cyber threats

Cyber attacks

Cyber breaches



Embed Business Impact Assessment as the Foundation of Cyber Resilience

“…to focus protection on critical 
business processes and assets, 
rather than pursuing blanket 
coverage.”

Source: Gartner - Unlock Cyber Resilience: Build Your Program on BIA Foundations
Maximum Tolerable 
Downtime (MTD)

Mean Time to 
Recover (MTTR)

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)

Key Metrics





Rapid Detection

Data Protection and 
Backup Integrity

Human + Machine Synergy Automated Containment 
and Recovery 

Securing and Governing AI Systems

Assume Compromise and 
Design for Rapid Restoration 

and Continuity

Top Considerations how AI impacts recovery and continuity



From Resilience to Antifragility in the 
Human-AI era

Agile

Resilient

• Reacts
• Adapts

• Sustains
• Maintains

Antifragile

Fragile
• Suffers
• Fails

• Benefits
• Grows

• Recognise upside
• Seize opportunities
• Enhance detections
• Improve playbooks
• Embrace disruption
• Prioritise agility
• Positive mindset



Cyber Resilience:

Surviving and 
becoming stronger

Anticipate Withstand

Recover 
from Adapt to

Cyber threats

Cyber attacks

Cyber breaches



Conclusion

Resilience Redefined in the 
Human-AI Era is…(cue drumroll)



5 Key Factors redefining resilience in the Human-AI era

Human-AI Collaboration

Third Party Risk

Post-Quantum 
CryptographyRecovery and 

Continuity

Threat Visibility. 

Anticipate Withstand

Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity and get stronger”

“The continuously improving ability to….

Anticipate Withstand Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

Anticipate Withstand

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity, and get ever-stronger”

“The continuously improving ability to….

Recover from Adapt to



Thank you

Richard.ford@integrity360.com
Richard Ford

Brian.martin@integrity360.com
Brian Martin
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AI, Exploits & Exposure:
Lessons Learned from 2025

Sean Howell
Managing Director at Redshift Cyber Security 
- an Integrity360 company
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Agenda

• Mauritius Threat Landscape

• How AI Vulnerabilities Emerge

• Weaponization of AI Agents in Fraud

• AI Exploit Scenarios

• Mitigations and Solutions
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Mauritius Threat Landscape

• AI in Mauritius
• Assisted Customer Journeys
• Agent Based Workflows
• Fintech Apps
• Fraud Detection
• Transaction Anomaly Detection
• Portfolio and Wealth Analytics
• Credit Scoring and Lending
• AI Customer Service Agents
• Coding

• Weaponization of AI Agents, Claude 2025
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RAG and MCP
How AI/LLM Vulnerabilities Emerge

• Retrieval-Augmented Generation (RAG)
• Fetches data to enhance responses
• LLM + Search + Your Data

• Model Context Protocol (MCP)
• Enables interaction with the world (APIs, 

databases)
• Calls APIs, Sends Emails, Triggers 

Workflow
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LLM Exploit Techniques
How AI/LLM Vulnerabilities Emerge

• Manipulated chat history

• Cross-Session Leak

• Indirect Prompt Injection via Web Content

• Debug Access

• Injected Variables

• SSRF

• Memory Poisoning

• Broken Function Level Authorization (BLFA)

• System Prompt

• RAG Poisoning

• RBAC

• Reasoning DoS

• Shell Injection

• SQL Injection

• Tool Discovery (APIs)

• Broken Object Level Authorisation
(BOLA)

• MCP Plugin

There is a lot that can go wrong
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How to make a Molotov Cocktail
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ASCII Smuggling and AI Assisted Software Development
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ASCII Smuggling
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RAG Poisoning

• Direct Injection
• Context Manipulation
• Retrieval Hijacking
• Data Extraction
• Prompt Leakage

The LLM treats retrieved content as authoritative, and that
content may occupy a privileged position
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Case Study 1 – Customer Onboarding and AI Chatbots

• Onboarding Journeys simplified or 
enabled by chatbots

• Cross-session leakage

• API access

Prompt injection allows control of the 
agent
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Case Study 2 – RAG Exploitation in a Fintech Application

• Context Injection
• RAG/Data Poisoning
• Over-Privileged Agents
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Case Study 3 – Data ETL and Automated Workflow

• Multiple data sources
• Data manipulation
• Data stores

Tool Abuse – AI Agents are 
the new Insider Threat
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Hijack and 
Compromise 

Agents

Supply Chain Attacks

New Entry Points 
into the Network

Data Compromise 
and Exfiltration

Exploitation at Scale

We don’t need the 
human element

More Privilege 
Escalation

Lateral Movement 
Opportunities

A Red Team Perspective on AI
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What are we testing for now?

• Prompt injection
• Agent hijacking
• A whole new attack surface
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Don’t Avoid Solving the Problem

Constrain the Agent

Protect the Agent Supply Chain

Treat Inputs as Hostile

Add Human Friction

Secure the Tools and APIs

Monitor Agent Behavior

Update how we Test and Audit

Mitigations and Solutions
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Closing Thoughts

AI is the new insider threat

If an adversary can influence the AI, they 
inherit its privileges

We’re no longer securing systems



Thank you

Sean@redshift.co.za
Sean Howell
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Sylvain Martinez

Founder and Principal 
Security Consultant, 
Elysiumsecurity Ltd

Martin Potgieter

Regional CTO,    
Integrity360

Shanah Bucktowar

Head of           
Information Security,                      

ER Group

Vinay Sharma

Chief Risk Officer, 
BankOne

Cyber Resilience in Action:                        
Local Lessons from Real Incidents
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Beyond the Perimeter: 
Winning the Identity 
War in the Age of AI-
Powered Attacks
Ezzeldin Hussei
Regional Senior Director - Solutions Engineering, 
SentinelOne



Ezzeldin Hussein
Senior Director - Solutions Engineering









Disrupting the First AI-
Orchestrated Cyber 
Espionage Campaign

Understanding the Attack, Recognizing the Threat, and Building 
AI-Powered Defenses



Human Operators Select Targets and Establish Deceptive Framing



























Thank you

ezzeldin.hussein@sentinelone.com
Ezzeldin Hussein
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An Nguyen

Director of Operational 
Technology Practice, 

Integrity360

Richard Ford

CTO,                         Integrity360

Ezzeldin Hussein

Regional Senior Director, 
Solutions Engineering, 

SentinelOne

Keeping the Lights On: Defending CPS and 
Critical Infrastructure in the AI Era
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Chad Bartlett

Director of Strategic 
Partnerships - Sales, 

Integrity360

Denis Mourghen

Group Head of Digital 
Transformation at Taylor 
Smith Group & General 

Manager at RAW IT Services 
Ltd

Katia Derache

CEO,                      
CyberSeia

Vrigesh Futta

Director AI & Innovation, 
BDO IT Consulting

Client Panel: Building a security             
culture that can thrive with AI 
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Chris Durand

Head of Cyber Services, 
Integrity360

Martin Potgieter

Regional CTO,    
Integrity360

Robert Leclezio

Senior Account 
Executive and Mauritian 

Country Manager, 
Darktrace Africa 

Thierry Montagne 
Longue

IS Security Analyst,  
MUA Ltd

Rovine Yellugadu

Cybersecurity & 
Network Manager, 

Lottotech

AI in the SOC:                                        
Turning Intelligence into Resilience
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Brian Martin
Director of Product 

Management,        
Integrity360

Ian Shack
Pre-sales Engineer,        

Lead-Senior,               
Integrity360

Garth De Falco
CISSP Solutions Engineer, 

Netskope

Networks without borders: Trust 
nothing, verify everything 
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Q-Day and beyond: Building 
resilience for the Quantum age 

Richard Ford, CTO
Integrity360

Dante Sassenberg, Head of 
Security Advisory
Redshift Cyber Security -
an Integrity360 company
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Securing the          
Human–AI Workforce

Christine Gordon-Bennett
Manager: Cyber Security Awareness, Nedbank 
Ltd



Securing the 
Human–AI Workforce:
Nedbank’s Digital  Mindfulness
Journey

Christine Gordon-Bennett
Nedbank Ltd
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- IBM’s Cost of a Data Breach Report 2025 -

“The problem with awareness training is 
that awareness itself does not 

automatically result in secure behaviour.”
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Cyber Psychology 
and the link to 
Mindfulness



The Psychological problem



The Myth of Multitasking

Switch between tasks quickly – at a cost

More error prone and less efficient

Negatively impact long-term and working 
memory

Confuse “activity” with productivity
Source:
Multicosts of Multitasking Kevin P. Madore, Ph.D. and Anthony D. 
Wagner, Ph.D. 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7075496/

Decision overload – depletes energy

https://pubmed.ncbi.nlm.nih.gov/?term=Madore%20KP%5BAuthor%5D
https://pubmed.ncbi.nlm.nih.gov/?term=Wagner%20AD%5BAuthor%5D
https://pubmed.ncbi.nlm.nih.gov/?term=Wagner%20AD%5BAuthor%5D


The Amygdala Hijack

Multi-tasking, 
distractions, 

stress, mental 
overload

Emotions –
Amygdala 

(fear centre) 
Hijack

System 1  thinking 
(fast thinking) and 

cognitive biases

Fight / Flight / 
Freeze?
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Use Mindfulness as a 
Defense

Pausing to think is a 
Superpower.

How mindfulness fits in



“Mindfulness is paying 
attention to the here and 

now, without judging”
Kabal-Zinn, 1995
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World Economic Forum on mindfulness in cyber
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Simple mindfulness techniques

 Stop multi-tasking
 Use emotions as warning signals
 Breathe
 Get up and move!
 Use a tool or app to help you

Mindfulness apps



[133
]

Benefits of Mindfulness Practices

 Stress reduction 

 Present moment and meta awareness

 Cognitive enhancement 

 Emotional regulation 

 Distraction preventer

 Engage intentionally and thoughtfully
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Where it all started

Stress Leads To Cybersecurity Mistakes - Anna Collard 
(techbuild.africa)

Points that resonated:

“It’s easy to see how stress and overwhelm 
make it easy for people to make simple 
cybersecurity mistakes.”

“You’re tired, you’re not paying attention, 
you click on a link you’d normally avoid.”

“You’re distracted and, in a rush, so you open 
an attachment you’d usually ignore.”

“This is how the scammers and criminals are 
increasingly catching people unawares and 
putting both personal and business security 
at risk.”

https://techbuild.africa/stress-cybersecurity-mistakes-anna-collard/
https://techbuild.africa/stress-cybersecurity-mistakes-anna-collard/
https://techbuild.africa/stress-cybersecurity-mistakes-anna-collard/
https://techbuild.africa/stress-cybersecurity-mistakes-anna-collard/
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The Escape Room

The Physical Cyber Escape 
Room (4 x rooms based on 
various themes – Phishing, 
passwords, social media/online 
safety and physical security)
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2022 Cyber Awareness Month

Hybrid presentation event

Cyber mindfulness: Facing cyber risks 
and human error in a stressful world of 
work, and why Social Engineering works 
so well!
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Messaging and Presentations

Threaded the messaging into all  
articles published and 

presentations 
(even Phishing Refresher 

Training)
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2023 – The Cyber Mindfulness journey 
gains momentum!

 Obtained HR Executive buy-in 
 Joined our HR Well-being team for their annual

corporate wellness roadshows visiting employees 
in campus sites across the country 

 Launched a mindfulness app to staff
 Rolled out short videos to employees
 Hosted webinars and talks
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2024 - 2026 Zero Trust

 Reinforced cyber well-being and practical 
mindfulness techniques and adoption of 
“Zero Trust” mindset

 Collaborated with HR Well-being team to 
address behaviours – focused on social 
engineering and emotion hacking

 2024 and 2025 our phishing simulation 
compromise rates decreased.
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Roadshows and Cyber Events
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What we doing for Executives, Board Members and PA’s

Open-Source Intelligence Assessments

 Tools and Techniques used by threat 
actors

 Online communities for Persons of 
Interest (POI)

 Notable South African data breaches
 What information they are after
 Various attack types
 Examples

The Findings and Recommendations 
Report – classified as High, Medium and 
Low Risk
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Conclusion

 Traditional Security Awareness:
 Teaches what threats look like

 Cyber psychology + Mindfulness:
 Changes how people show up mentally when interacting with 

technology

 This leads to:
 Fewer impulse clicks
 Verification before Trust
 Reduced human error under pressure



Thank you
Q&A 



Thank you

ChristineGB@Nedbank.co.za
Christine Gordon-Bennett
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