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Rich Ford, CTO, Integrity360 | Brian Martin, Director of Product 
Management, Integrity360 | Artemis de Pascale, Penetration tester and 
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Resilience & Human-AI 
Era…

…What’s the relevance?

We are at a pivotal 
moment for security… 

…not just security. For the 
human race.



Sound crazy?











Rapid AI 
Adoption



AI Tripping Hazards

KnowledgeAccuracy Control

“AI is amazing but far from perfect. Our over-belief in it’s capability is going to trip us up”





Is it all about AI?



600,000

NCSC managed 204 significant or highly 
significant cyber incidents up to September.

= 43% of UK businesses 
reported experiencing 
cyber security breach 
or attack.

2025



Cyber Resilience - Defined

Anticipate Withstand Recover from Adapt to

“…..cyberattacks to minimise business 
disruption from cyber incidents.”

“The ability to ….



5 Key Factors redefining resilience in the Human-AI era

Human-AI 
Collaboration

Third Party Risk

Post-Quantum 
Cryptography

Recovery and 
Continuity

AI Risk Visibility
. 

Anticipate Withstand

Recover from Adapt to



1. Human-AI Collaboration



Human in the loop

AI Analyst Human Analyst

Alert Handling
Triage, Prioritisation, Noise Reduction 

Alert Handling
Validating prioritisation, applying business 
context, escalation & response strategy

Analyst Assistant
Natural Language Investigation Support, Guided 
Investigation Paths

Analyst Assistant
Reduced Cognitive Load, Extended Skillset 

Response
Execute low-risk, time-bound and reversible 
actions. Recommends other actions

Response
Reviews and approves actions

Proactive Security
Help defenders move left of boom

Proactive Security
Decide what risk is, balance security with 
operational friction



What is AI not good at?

“AI can detect anomalies — it cannot decide what level of risk the business is willing to accept.”

Novel attacks with no 
precedence 

Low & slow insider threats Highly contextual decisions

What is AI not good at (yet)?



2. Third Party Risk



Employees 
Misusing 

Public AI tools 

Internal AI Agents 
connecting to  

external services

3rd party 
apps infused 

with AI

3rd party 
providers using 

AI

3rd party 
Applications 
developed 

insecurely with AI

AI Supply 
chain risks



Rapid Public GenAI App  Adoption

Source: Reco State of Shadow AI Report, 2025

By end 2026, at least 80% of unauthorised AI 
transactions will be caused by internal violations 
of enterprise policies concerning information 
oversharing, unacceptable use or misguided AI 
behavior rather than malicious attacks.

80% 
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GenAI models end-user 
spending 

Foundation GenAI Models

66.8% CAGR

Source: Gartner Forecast: Generative AI Models, Worldwide, 2023-2029

The number of 3rd party 
breaches have risen 49%

year on year, and 
increased 3-fold since 
2021’

- Prevelant

49%

‘98% of organisations 
have 3rd parties that 
have been breached’
- SecurityScorecard

98%

3rd Party Breach Statistics



In 2025, 41.4% of ransomware and extortion 
incidents involved a third-party breach component

Used social 
engineering to 
compromise a 
third-party 
provider to 
infiltrate 
multiple retail 
networks

Targeted 
vulnerabilities 
in third-party 
supplier 
software, 
enabling lateral 
movement into 
core systems

Ransomware attack on 
vMUSE check-in & 
boarding platform used by 
airports across Europe 
caused widespread flight 
disruption.

APT29 
Cozy Bear

Lazarus 
Group

Pinchy Spider 
(REvil r/ware)

Cl0p

Scattered 
Lapsus$ Hunters

Scattered Spider

Growing targeting of 
outsourcing, MSPs, ICT 

providers, BPO, SaaS platforms



Bringing Third-Party Cyber Risk Management to Cyber Resilience

Planning Testing

 Disaster Scenarios

 Roles and Responsibilities

 Key contacts and comms 
channels

 Architect to meet recovery 
objectives

 Prioritise critical tiers

 Cadence – annual/biannual

 Scope based on risk priorities

 Roles and Responsibilities

 Findings and 
Recommendations

44%

Of organisations 
don’t consider third 
parties when 
conducting business 
continuity exercises



Managing Third Party AI Risk

Visibility & Contracts
Gain visibility and strengthen 

contractual requirements 
regarding how third parties are 

using AI

Controls
Update TPRM frameworks to 

include AI-specific controls

Monitoring
Adopt continuous monitoring 
instead of annual risk reviews

Dependencies
Manage fourth-party and 
concentration risk amplified by AI

Innovation
Balance innovation with 
oversight—not blocking AI, but 
governing it

Regulations
Stay ahead of regulations —
third-party AI use is becoming 
a compliance obligation



Use how AI is Transforming 3rd Party Risk Management

Predictive 
Risk 

Monitoring

Automation & 
Efficiency

Extended 
Ecosystem 
Visibility



3. Recovery and Continuity



Cybersecurity:

“We must prevent 
breaches from 
happening”

Cyber threats

Cyber attacks

Cyber breaches



UK NCSC and Gov Advice on Cyber Resilience

https://www.gov.uk/government/publications/ministerial-letter-on-cyber-
security-to-leading-uk-companies/ministerial-letter-on-cyber-security

“The question is no longer if 
your organisation will face a 
cyber incident, but when. 
The time to act is now.”

“….ensuring availability of crisis response 
runbooks either digitally or physically on 
isolated platforms or hardcopy, emergency 
communication procedures and …..fall back 
digital identity.

“Not all cyber attacks can be 
prevented. A critical part of good 
governance is rehearsing how you 
would respond to a major incident. 
Please plan and exercise how you 
would continue operations and rebuild
following a destructive cyber incident.”

Ministerial 
letter Oct ‘25

NCSC Annual 
Review ‘25

https://www.ncsc.gov.uk/files/ncsc-annual-review-2025.pdf



Embed Business Impact Assessment as the Foundation of Cyber Resilience

“…to focus protection on critical 
business processes and assets, 
rather than pursuing blanket 
coverage.”

Source: Gartner - Unlock Cyber Resilience: Build Your Program on BIA Foundations
Maximum Tolerable 
Downtime (MTD)

Mean Time to 
Recover (MTTR)

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)

Key Metrics





Rapid Detection

Data Protection and 
Backup Integrity

Human + Machine Synergy Automated Containment 
and Recovery 

Securing and Governing AI Systems

Assume Compromise and 
Design for Rapid Restoration 

and Continuity

Top Considerations how AI impacts recovery and continuity



From Resilience to Antifragility in the 
Human-AI era

Agile

Resilient

• Reacts
• Adapts

• Sustains
• Maintains

Antifragile

Fragile
• Suffers
• Fails

• Benefits
• Grows

• Recognise upside
• Seize opportunities
• Enhance detections
• Improve playbooks
• Embrace disruption
• Prioritise agility
• Positive mindset



Cyber Resilience:

Surviving and 
becoming stronger

Anticipate Withstand

Recover 
from Adapt to

Cyber threats

Cyber attacks

Cyber breaches



4. Post-quantum 
cryptography





5. AI Risk Visibility





AI Security Threats and Risks

Adversary 
uses of AI

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

1. Secure Use of 
AI

3. Secure 
against AI



AI-First “Security Tax” 

3rd party 
GenAI
Misuse

Attacks on own-
developed models, 
apps, and agents

AI Security 

Long Tail 
Apps

Specialised 
Apps

Embedded 
GenAI

2. Secure own 
AI

AI-First Organisations
• AI directly exploited in 44% 

of incidents (vs 6%)

• Take 80 days longer to 
recover from incidents

• Incidents cost 135% more

• Have 31% higher Shadow AI
Source: Fastly Global Security Report 2026

1. Secure Use of 
AI





XBOW Bug Bounty Takeover

• As of February 2026, XBOW is ranked as 
the number one hacker on the HackerOne 
US leaderboard

• In a 90-day surge, XBOW submitted over 
1,060 vulnerabilities, surpassing the output 
of thousands of human researchers

• In head-to-head trials, XBOW completed 
tasks in 28 minutes that took a seasoned 
human pen-tester 40 hoursAn autonomous AI-driven penetration testing 

platform



AI enables “vibe-coded” Copycat Cybercrime

AI & open-source tools aid criminals in 
turning security blogs into partial malware, 
complicating attack attribution & fueling
copycats



Human vs Agentic attackers

Vs

Traditional (Human-led)

SPEED Minutes/hours per step

Autonomous AI Agents

Milliseconds per step

SCALE

PERSISTENCE

ADAPTABILITY

One target at a time 100’s of targets simultaneously

Humans need sleep/breaks 24/7 continuous operations

Strategic, but slow to pivot Tactical & instantaneous pivoting



Model Context Protocol



MCP Real-world exploits

Could send a command to >7,000 
publicly accessible MCP servers to 
execute directly on the host’s OS, 
leading to total machine takeover

The GitHub "Prompt Injection 
Data Heist" (May 2025)

The Smithery.ai Supply Chain 
Breach (October 2025)

The "NeighborJack" Network 
Exploit (July 2025)

Prompt injection instructed 
developer’s agent using GitHub 
MCP server to read and exfiltrate 
private source code 

Configuration error allowed 
attackers to "escape" sandbox 
exposing >3,000 AI servers leaking 
1,000’s of API keys. 



Mass Vishing campaign posing as IT/Security personnel

https://blog.eclecticiq.com/shinyhunters-calling-financially-motivated-data-extortion-group-targeting-enterprise-cloud-applications

• Uses VoIP based calling 
services for vishing operations

• Abuses legitimate AI-powered 
voice call platforms 

• Automating social engineering 
calls at scale

• AI-driven social engineering 
agents adjust narratives and 
tactics in real time

• Attackers configure voice 
styles including gender and 
regional accents

• Primarily targets Okta, Google 
SSO and Microsoft SSO 
environments

Example Claimed Victims

30m+ records 2m+ records 20m+ records



Commercial AI tools to generate attack playbooks and scripts

• Cybercriminals armed with off-the-
shelf generative AI tools 

• Compromised more than 600 
internet-exposed FortiGate firewalls 
across 55 countries in just over a 
month

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls

Cyber-
hygiene

Reusing 
passwords

No MFA

Management interfaces 
on Internet

https://www.theregister.com/2026/02/23/aws_fortigate_firewalls


Before Human-AI Era

Visibility

Threat Detection

Adversary 
Understanding

Governance

Operationalisation

Strategic 
Awareness

Fragmented, reactive, 
incomplete

Manual, slow, high 
false negatives

Limited view of 
attacker automation

No inventory of AI 
usage; shadow AI risk

Overwhelmed 
analysts, noisy data

Slow assessment of 
geopolitical context

Unified, real-time, high-
fidelity visibility

Machine-speed detection, 
predictive insights

Detection of autonomous, 
AI-driven attack chains

AI model inventories, agent 
governance, traffic oversight

Automated triage, 
prioritised intelligence

AI-correlated insights linking 
threats to global events

AI Risks



5 Key Factors redefining resilience in the Human-AI era

Human-AI Collaboration

Third Party Risk

Post-Quantum 
CryptographyRecovery and 

Continuity

Threat Visibility. 

Anticipate Withstand

Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity and get stronger”

“The continuously improving ability to….

Anticipate Withstand Recover from Adapt to



Redefined - Cyber Resilience in the AI-Human era…

Anticipate Withstand

….. AI-enhanced cyberattacks through human-machine collaboration, 
to ensure business continuity, and get ever-stronger”

“The continuously improving ability to….

Recover from Adapt to



Thank you

Richard.ford@integrity360.com
Richard Ford

Brian.martin@integrity360.com
Brian Martin
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Artemis de Pascale
Pentester, Cresco, an Integrity360 Company

Resilience Redefined:
Securing the Human-AI Era



THREAT 
PANORAMA

Ransomware and 
phishing increased by 
450% vs last year (EU) 

+400% attacks 
in the last 5 years

50% do not have any 
CS Strategy

1.000.000
breaches/daily

60 K € is the median 
cost

441 K € average cost of 
an attack 

43% companies 
affected in 2025

(UK )



Biggest threats



Cybersecurity in the World

Cybersecurity is a fast-growing sector, with spending expected to 
reach $244 billion in 2026, up from $188 billion in 2023 or +30%, 
(Gartner, 2025). 

Yet losses from cybercrime are much larger, projected at $10.8 
trillion annually, up from $8 trillion in 2023 or +35%, 
(Cybersecurity Ventures, 2025).



Cybersecurity in UK

The 2025 Cyber Security Breaches Survey 
reveals a complex and evolving cyber 
security landscape for UK businesses and 
charities. While larger organisations and 
specific sectors exhibit relatively mature 
cyber security practices, smaller 
organisations and certain sectors are less 
developed, highlighting persistent disparities 
and vulnerabilities.
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High-Level 
Snapshot of 2025 
Threat Landscape 

in UK

Trend Key Insight

Incident Volume

612,000 UK businesses 
identified a cyber breach or 
attack

Phishing Scale

Phishing cyber crime remained 
the most prevalent type of 
cyber crime (93% of 
businesses)

Awareness

Around seven in ten businesses 
(72%) reported that cyber 
security was a high priority for 
their senior management

Insurance
Almost half of businesses 
(45%) reported being insured 
against cyber security risks



2024 VS 2025
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Most targeted 
company size
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Most targeted 
sectors
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Most disruptive 
attacks



KEYS POINTS 
FOR 2026 

1. Strengthen governance and risk management
Adopt a structured cybersecurity policy tailored to the 
organization.
Implement clear incident response plans that are tested 
regularly.

2. Address the shortage of experts
Encourage specialized cybersecurity training (universities, 
professional certifications).
Support mentoring and skills exchange programs.

3. User awareness
Many attacks still exploit human error

4. Diversify technological dependencies
Limit dependence on a small number of cloud or AI 
providers.
Focus on local or European solutions where possible.

5. Ongoing regulatory compliance
Continue to implement directives such as NIS2 or future 
regulations.



Thank you

adepascale@cresco.be
Artemis de Pascale
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Comfort break



Welcome back
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Find it in the cloud, 
fix it in the code

Scott Walker
Vice President – EMEA, Orca Security



ORCA SECURITY

Quick show of hands

“How many people use AI 
to support their day to 

day?”



ORCA SECURITY

The Cloud Wasn’t hacked, 
it was Misused.

100+ million records exposed

Misconfigured WAF

Over-permissive IAM role

Metadata service exploited



“If an attacker was in your cloud right 
now, would you know?”



ORCA SECURITY

Breach Tech Sector 2026
● Exposed credentials discovered in a public S3 bucket.

● Attackers gained initial access to the AWS account.

● AI Automation used to perform rapid cloud 
reconnaissance.

● Privileges escalated across services using AI

● Full administrative access achieved within minutes



“Could your team’s deal with an attack 
at “Machine Speed?”



What We See in the Cloud

Public S3 bucket

Over-permissive IAM role

Internet-exposed workload

Lateral movement path

Critical CVE on production asset

Orca Security 

The Illusion of Cloud Risk 
We treat the symptom, not the cause 

What Actually Caused It

Insecure Terraform module

“Temporary” wildcard permission

Default security group never hardened

CI pipeline auto-approved deployment

Outdated base container image



ORCA SECURITY

Find It in the Cloud, Runtime Tells the Truth

+ View overall risks as a toxic 
combination of threat vectors 
with Attack Path Analysis

+ What is reachable? What is exploitable? 
What touches sensitive data?

+ Understand risks across every layer 
of the cloud tech stack–all from a 
single Platform



ORCA SECURITY

Fix the Condition (The 
Code) Not the Alert

● Correct the Terraform

● Redesign IAM

● Secure the default templates

● Harden the pipeline

● Validate & patch Images



AI for securing your cloud applications

+ Preventative Security
+ Proactive Security 
+ Human-AI Alliance 

The Orca Approach to Human-AI 

AGENTIC AI MCP SERVER

AI 
DISCOVERY

AI 
ASSISTANT AI REMEDIATION

AI DATA SECURITY AI IDENTITY & ACCESS 
SECURITY

AI BOM AI INFRASTRUCTURE 
SECURITY 

AI REAL-TIME 
RUNTIME SECURITY 

Security for your AI innovation
+ Preventative Security
+ Proactive Security 
+ Human-AI Alliance 



Redefining Resilience 
Combining critical pre-deployment capabilities (AppSec) with runtime security (CNAPP)

Find → Contextualise → Remediate → Prevent → Repeat
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The Human-AI era is when your defenders, your developers, and your 
attackers are all using AI, at machine speed.

Cyber Resilience depends on how well humans and machines 
collaborate under pressure.



Thank you

scott.walker@orca.security
Scott Walker
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An Nguyen

Managing Director -
OT, Integrity360

Paul-Arnaud Wernert

Director of Consulting & 
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Natasha Lalovic

Head of Cyber Security & 
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CISO, Rail Delivery 
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Architects EMEA, Armis

Keeping the lights on: Defending CPS & 
Critical Infrastructure in the AI era
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Building human resilience in the 
human-AI era

Khetan Gajjar, Field CTO EMEA, Mimecast

Nick Brownrigg, Director of Solutions Architecture, 
Integrity360

Breakout session

From reactive to preemptive: 
Building a next-gen Risk Operations 
Center to reduce the risk of attack

Kevin O’Keefe, Security Solutions Architect 
Manager, Qualys

Adam Coverdale, Solutions Architect, Integrity360

Upstairs, Salon Downstairs, Annex



Lunch & networking



Welcome back



#SecurityFirst2026

Nick Brownrigg
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Andy Thomas

Infosec Architect, Sire 
Robert McAlpine

Daryl Wratten

Director of Security 
Operations, Integrity360

Dave Mareels

Vice President of Product 
Management, Sophos

Alan Simpson

Field CISO, Rapid7

AI in the SOC: Turning intelligence into resilience
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Mind your attack gap
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Head of Cloud & Identity, Vectra



CONFIDENTIAL

MIND YOUR ATTACK GAPS
ACROSS IDENTITY, NETWORK, CLOUD, AND ENDPOINT SECURITY

TEPPO HALONEN
Head of Security Engineering
VECTRA AI

In partnership with



MODERN NETWORK = HYBRID NETWORK

Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity



HYBRID NETWORK = HYBRID ATTACKS

Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity



Attackers move on the network with an identity…

PROTECTING HYBRID NETWORKS FROM ATTACKS IS HARD

Disrupt

Steal

Extort

Attacker Means: 
Identity

compromise accounts

Attacker Opportunity: 
Network

Live and move in the gaps

Attacker Motive: 
Breach

circumvent controls 

Network 
Identity

Cloud Identity

Private Cloud

Data Center

Cloud Infrastructure

Campus IoT/OT 



EACH STEP LOOKS LEGITIMATE ON ITS OWN

VALID CREDENTIALS – NORMAL TOOLS – EXPECTED TRAFFIC

Initial Access Lateral 
Movement

Privilege 
Abuse Persistence Impact



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THINKING LIKE AN ATTACKER



Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity

INITIAL ACCESS

Attackers exploit your 
vulnerabilities to get 
in… anywhere within 
your hybrid network.



VULNERABILITIES EXPLOITED BY ATTACKERS

• Zero-day/CVE
• Misconfigurations
• Supply Chain compromise
• Unmanaged devices

Technical vulnerabilities People & Identity
• Social Engineering
• Insider Threats
• Account takeover
• Leaked credentials



ZERO-DAYS

Source: BlackBasta Leaked ChatLogs
Source: Shodan.io



1 point = 1 transaction

INTELBROKER: INITIAL ACCESS BROKER & BREACHFORUM ADMIN



KAI WEST, ALIAS 
“INTELBROKER”, 
ARRESTED



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhDSource: databreaches.net



DC Healthlink was 
one of my biggest 
hacks, and it wasn’t 
even a hack. It was 
out in the open. 

There wasn’t anything 
complicated about it, it 
was just a public 
bucket. 
Completely open.

IntelBroker

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

Source: Google





INSIDERS RECRUITMENT

Source: SLSH’s Telegram
Source: BBC



I rat employees at 
home via 
spearphishing and 
spearmishing and use 
their work laptops, 
that’s how I hack 
MSP’s.

Sometimes I rat their 
spouse which can be 
easier, then pivot to 
them. 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD

THE SNOWFLAKE SUPPLY CHAIN ATTACK

Source: Mandiant



Delivery

HOW INFOSTEALERS WORK

Phishing email

Malvertising

Malicious or 
compromised 

Website

Infected 
software

User 
downloads
infostealer 
malware

Infostealer 
steals 

credentials, 
browser 

history and 
system 

information

Attackers 
consolidate 
stolen creds 
in lists they 
can sell on 

dark markets

Data collection Data exfiltration Data Distribution

Attackers 
exfiltrate the 

logs 
(FTP, API, file sharing 

website)



Once they find a way 
in, they:

1. Establish
persistence & 
foothold

2. Set up Command 
and Control

PERSISTENCE

Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity



HIDDEN VIRTUAL NETWORK COMPUTING

Victim’s screen

Attacker’s screen



CODE SIGNING SPOOFING

надо было сделать другой крипт тогда
который обойдет другой софос

ев сертами подписывай файлы после крипта тогда
я тебе выдам скоро

что бы легетивный был крипт по макс

We should have made a different crypter then
that would bypass the other Sophos

Sign the files with EV certificates after encryption.
I will give it to you soon.

So that the crypt will look legitimate.

Source: BlackBasta Leaked ChatLogs



EDR KILLERS



SNOWFLAKE’S VICTIMS REPORTED 
HAVING DETECTED AND REMOVED THE ATTACKER 

FROM THEIR SNOWFLAKE INSTANCES, 

YET 

HE HAD NO TROUBLE GETTING BACK INTO THEM.



EXPLOITING TOKENS

I can still run 
commands 
because I have the 
‘masterToken’ for 
every account 

Ellyel8

Source: Grey Area - Dark Web Data And The Future of OSINT 
– Vinny Troia, PhD



Internet

Private Cloud

Data Center

Cloud 
Infrastructure

Cloud SaaS 
Applications

Campus IoT/OT Remote 

Cloud 
Identity

Network 
Identity

1. Attacker finds 
more credentials 
to move laterally 
across your 
entire modern 
network

2. Finds your data 
and exfiltrate it

3. Launches 
Ransomware 
(optional)

LATERAL 
MOVEMENT



EXPLOITING EXISTING TOOLS

1. Built-in admin tools (living off the land)
(e.g. PowerShell, WMI, scheduled tasks…)

2. Centralized access platforms 
(e.g. Teleport, Tailscale…)

3. AI connected to business systems
(e.g. LLM copilots, chatbots, automation)



SEPTEMBER 2025: 
SALESFORCE BREACH

Scattered Lapsus$ Hunters 
exploited AI-chatbot integration 
to get access to Salesforce 
instances.



AUTONOMOUS AI AGENTS WILL 
COMPRESS THE ATTACK TIMELINE





DARKWEB MARKETPLACES FOR AI-AGENTS



MOST ATTACKERS AREN’T 
DEFEATING YOUR TECH. 

THEY’RE AVOIDING IT.



THE ADVANTAGE AI + HUMANS: 

NO SINGLE TOOL SEES THE WHOLE 
ATTACK, BUT TOGETHER WE CAN.



VISIT US 
OUTSIDE

Michael Clarke Jon Bevis Chris Wilson Sacha Rehmat





Thank you

thalonen@vectra.ai
Teppo Halonen
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Brian Martin

Director of Product 
Management, Integrity360

Richard Wolf

Information Security Officer, 
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Ahmed Aburahal

Technical Product Manager, 
Integrity360

Sam Lambert

Senior Microsoft & Cloud 
Security Architect, 

Integrity360

Ingo Schubert

Field CTO, RSA

Networks without borders: Trust nothing, verify everything 



Comfort break



Welcome back



#SecurityFirst2026

Expanding identity-first 
security and machine 
identity protection

Brett Taylor
Senior Director Solutions Engineering UK&I, 
SentinelOne



The New Security Frontier
‘Identity’ is the new perimeter — a control plane for modern 
hybrid cloud environments, Zero Trust enforcement and AI 
governance.

The Shift
Moving beyond perimeter-based 

security toward identity-first 

architecture aligned with UK NCSC Zero 

Trust architecture design principles.

The Core
Identity as the authoritative control 

plane across every human interaction 

and automated workload.

The Scope
Human identities plus the explosion of machine identities — service accounts, bots, 

API keys, and autonomous AI agents.



AI-driven adversaries reshaping the 
threat landscape
Threat actors now deploy large language models (LLMs) to automate 
reconnaissance across UK supply chains at machine speed —
searching for the single forgotten service account with excessive 
permissions.

AI-Enhanced Phishing
Hyper-personalised credential stuffing campaigns targeting enterprise identities at scale.

Automated Reconnaissance
LLMs mapping UK-specific infrastructure and third-party supply chain dependencies.

Weaponizing the Identity Gap
Exploiting misalignment between legacy systems and modern cloud apps to bypass signature-based defences.



The Telemetry Time Bomb
“Surging alert volumes bury analysts in noise with an estimated 46% of 
alerts proving false positives and 42% going uninvestigated, overwhelming 
capacity, driving fatigue, and increasing the likelihood real cyberthreats 
slip through unnoticed”
Microsoft, ‘State of SOC’ research

Regulatory Pressure

Achieving full visibility while 
complying with UK GDPR and 
the Irish Data Protection 
Commission (DPC).

Visibility Gaps

Fragmented tooling creates 
"Silent Compromise" —
machine identity breaches 
buried in low-fidelity log 
noise.



Machine Identities & Shadow AI in the 
Enterprise
The modern workforce isn't only human. In UK fintech, legal, and engineering 
sectors, Shadow AI is proliferating — employees deploying unvetted AI tools that 
process sensitive data without governance or audit trails.

The New Workforce

Service accounts, containers, and 
Agentic AI systems operating 
autonomously across your estate.

Shadow AI Risk

Unmanaged AI tools with access to 
SharePoint, databases, and APIs —
zero audit trail, zero accountability.

Rogue Agents

AI agents with excessive "Write" permissions represent a critical back door into 
sensitive corporate data.



The Move to Agentic AI Defense

Agentic AIAI-Assisted
Human Triage

Agentic AI closes the response time gap — from hours to milliseconds — meeting the NCSC Cyber Assessment Framework's 
"Response and Recovery" objectives.

Why Traditional SOC Tiers Are Failing

Machine-speed attacks outpace human correlation. 
The Tier 1/Tier 2 model cannot scale across a modern 
hybrid estate.

1 Detect

Autonomous systems correlate suspicious 

logins with anomalous machine identity API 

calls in real time.

2 Investigate

AI agents cross-reference identity signals, 

endpoint telemetry, and behavioural 

baselines instantly.

3 Respond

Access revoked and lateral movement blocked 

in milliseconds — no human bottleneck.



Maturity Journey
Where is your organisation on the autonomy journey? The 2026 target is Level 3–4 — shifting security 
teams from tactical triage to strategic AI governance.

1
Level 1 — Manual
Rule-based alerts, manual analyst response. High noise, slow MTTR.

2
Level 2 — AI-Assisted (Current)
AI co-pilots accelerating investigation. Analysts remain in the loop for every decision.

3
Level 3 — Limited Autonomy (2025–2026)
AI predicts and mitigates identity-based lateral movement. Human oversight on 
high-risk actions.

4
Level 4 — Full Autonomy (Future)
Agentic AI manages the full identity lifecycle. Humans govern strategy and 
policy, not incidents.



Strategic Path Forward: Aligning 
with UK Guidelines
Execution requires both cultural transformation and technical optimisation —

underpinned by the UK Government's Code of Practice for the Cyber Security of 

AI.

Transform

Build an "Automation-First" culture. Shift teams from manual 

response to AI governance and policy ownership.

Optimize

Unify identity and endpoint telemetry in Data Lakes. Eliminate 

fragmentation to close visibility gaps today.

Govern

Map all AI usage, maintain audit trails for every machine identity, 

and align to UK risk management standards.



The Machine Identity & AI Audit 
Checklist

The most common failure point: the "Service Account That Never Dies"

— created five years ago with permanent admin rights, never rotated, 

never reviewed.

Inventory First

You cannot protect what you 

cannot see. Start with a 

complete discovery sweep.

Tighten Privilege

Machine identities routinely 

hold broader permissions 

than humans. Apply least 

privilege rigorously.

Automate Lifecycle

Automate secret rotation and account decommissioning — the 

"hygiene" of identity-first security.



Final Thoughts…
Identity is the Perimeter

Both human and machine identities 

must be governed, monitored, and 

protected with equal rigour.

Autonomy is Vital

AI-speed threats demand agentic AI 

defences. Traditional SOC tiers 

cannot close the response time 

gap.

Govern, Don't Just React

Shift your teams from tactical triage to strategic AI governance. Let the AI 

fight the machine-speed battle.





Thank you

brett.taylor@sentinelone.com
Brett Taylor



#SecurityFirst2026

Q-Day and beyond: Building 
resilience for the Quantum age 

Francis Gorman
Principal Security Architect, Bank of Ireland

Richard Ford
CTO, Integrity360



Please join us for 
our drinks reception
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